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QUESTIONS PRESENTED 

 

 

 Petitioners sought to enjoin the government’s 
demand that they obtain an arms-export license prior 
to publishing otherwise lawful speech whenever that 
speech is published in a manner accessible by foreign-
ers. 

 This Court instructs that judges must consider 
the plaintiff ’s likelihood of success in weighing a pre-
liminary injunction. Ten circuits agree that a First 
Amendment plaintiff ’s likelihood of success on the 
merits is an essential, often dispositive preliminary in-
junction factor. But a divided Fifth Circuit panel below 
expressly declined to consider the merits of Petitioners’ 
claims, and sustained the content-based prior restraint 
only upon the assertion of a regulatory interest. Addi-
tionally, five circuits agree that enforcing the Constitu-
tion’s requirements is in the public interest. But the 
majority below held that enforcing constitutional re-
quirements may not serve the public interest as much 
as the government’s application of a content-based 
prior restraint. The questions presented are: 

1. Whether a court weighing a preliminary in-
junction must consider a First Amendment 
plaintiff ’s likelihood of success on the merits. 

2. Whether it is always in the public interest to 
follow constitutional requirements. 

3. Whether the Arms Export Control Act of 1976, 
22 U.S.C. § 2278, et seq., and its implementing 
International Traffic in Arms Regulations 
(“ITAR”), 22 C.F.R. Parts 120-130, may be ap-
plied as a prior restraint on public speech. 
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RULE 29.6 DISCLOSURE STATEMENT 

 

 

 No parent or publicly owned corporation owns 10% 
or more of the stock in Defense Distributed or Second 
Amendment Foundation, Inc. 

 
LIST OF PARTIES 

 The petitioners are Defense Distributed and Sec-
ond Amendment Foundation, Inc., who are plaintiffs 
and appellants below. 

 Respondents are the United States Department 
of State; Rex Tillerson, in his official capacity as 
Secretary of the Department of State; Directorate of 
Defense Trade Controls; Brian Nilsson, in his official 
capacity as Deputy Assistant Secretary of State for De-
fense Trade Controls; Kenneth B. Handelman, individ-
ually; C. Edward Peartree, individually and in his 
official capacity as the Director of the Office of Defense 
Trade Controls Policy Division; Sarah J. Heidema, in-
dividually and in her official capacity as the Division 
Chief, Regulatory and Multilateral Affairs, Office of 
Defense Trade Controls Policy; and Glenn Smith, indi-
vidually and in his official capacity as the Senior Advi-
sor, Office of Defense Trade Controls. All respondents 
are defendants and appellees below.1 

 
 1 Rex Tillerson has substituted for John Kerry as Secretary 
of State, and Brian Nilsson has substituted for Kenneth B. 
Handelman as Deputy Assistant Secretary of State for Defense 
Trade Controls. 
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No. 17-_______ 
---------------------------------  --------------------------------- 

In The 

Supreme Court of the United States 
---------------------------------  --------------------------------- 

DEFENSE DISTRIBUTED, ET AL., 

Petitioners,        
v. 

UNITED STATES DEPARTMENT OF STATE, ET AL., 

Respondents.        

---------------------------------  --------------------------------- 

On Petition For A Writ Of Certiorari 
To The United States Court Of Appeals 

For The Fifth Circuit 
---------------------------------  --------------------------------- 

PETITION FOR A WRIT OF CERTIORARI 

 Defense Distributed and Second Amendment 
Foundation, Inc., respectfully petition this Court to 
review the judgment of the United States Court of 
Appeals for the Fifth Circuit in this case below. 

---------------------------------  --------------------------------- 
 

INTRODUCTION 

 Is the Constitution’s implementation in the public 
interest? When deciding whether to enjoin a content-
based prior restraint on speech, must federal courts as-
sess the merits of the First Amendment claim? 
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 Until the decision below, these were not controver-
sial questions. The Constitution, amendments and all, 
is the Nation’s highest law. And without examining a 
claim’s merits, judges are in no position to balance the 
equities, assess irreparable harm, or determine what 
outcome serves the public interest. 

 Yet without meaningfully responding to pointed 
dissents at the panel and en banc rehearing stages, the 
court below refused to examine the merits of Petition-
ers’ motion to preliminarily enjoin a content-based 
prior restraint on speech. It simply declared that the 
government’s asserted interests outweighed the inter-
est in securing constitutional rights, the enforcement 
of which may not serve the public interest. 

 This decision raises the specter of summary rever-
sal. As this Court has instructed, considering the mer-
its of preliminary injunction motions is not optional. Of 
all contexts, the merits cannot be optional in First 
Amendment cases. It should ordinarily go without 
saying—and so it must now be said—that federal 
courts cannot dismiss the Constitution’s primacy in 
our legal system. Nor can judges decide that some 
speakers will have their claims addressed on the mer-
its, while rubber-stamping the denial of disfavored 
claims based only on the government’s mere assertion 
of a regulatory interest. The government can be relied 
upon to assert the necessity of every prior restraint. 
The public must be able to rely on the courts to test 
these assertions for constitutional compliance. 
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 Apart from conflicting with this Court’s instruc-
tions, the decision below conflicts with the precedents 
of ten circuits that affirm the protection of First 
Amendment rights via preliminary injunction, and five 
circuits that hold the Constitution to be in the public 
interest per se. The context of this startling departure 
from judicial norms is itself noteworthy: the Executive 
Branch’s abrupt reversal of nearly forty years of policy 
against imposing arms-control regulations as a prior 
restraint on Americans’ public speech. 

 The danger posed to First Amendment rights by 
the decision below is plain enough. But there is no rea-
son to suppose the mischief would remain so confined. 
The decision below warrants this Court’s review. 

---------------------------------  --------------------------------- 
 

OPINIONS AND ORDERS BELOW 

 The Fifth Circuit’s opinion (App., infra, 1a-55a) is 
reported at 838 F.3d 451. The Fifth Circuit’s order 
denying rehearing en banc, including Judge Elrod’s 
dissent from that order (App., infra, 91a-97a), is unre-
ported, and appears at 2017 WL 1032309, 2017 U.S. 
App. LEXIS 4587. The district court’s opinion (App., in-
fra, 56a-90a) is reported at 121 F. Supp. 3d 680. 

---------------------------------  --------------------------------- 
 

JURISDICTION 

 The court of appeals entered its judgment on Sep-
tember 20, 2016. Petitioners timely filed a petition for 
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rehearing en banc, which a divided court of appeals de-
nied on March 15, 2017. On April 26, 2017, Justice 
Thomas extended the time for filing this petition to 
and including August 2, 2017. The Court has jurisdic-
tion under 28 U.S.C. § 1254(1). 

---------------------------------  --------------------------------- 
 

CONSTITUTIONAL AND STATUTORY 
PROVISIONS INVOLVED 

 The First Amendment, and relevant provisions of 
the Arms Export Control Act of 1976 and its imple-
menting International Traffic in Arms Regulations, 
are reproduced at App. 98a-115a. 

---------------------------------  --------------------------------- 
 

STATEMENT 

A. Statutory and Regulatory Scheme 

 1. “In furtherance of world peace and the secu-
rity and foreign policy of the United States, the Presi-
dent is authorized to control the import and the export 
of defense articles and defense services. . . .” 22 U.S.C. 
§ 2278(a)(1). This act is implemented through the In-
ternational Traffic in Arms Regulations (“ITAR”), 22 
C.F.R. Parts 120-130, which contain the “United States 
Munitions List” (“USML”)—the items controlled as 
“defense articles” and “defense services.” 22 C.F.R. 
§ 121.1. Unauthorized exports are punishable by up to 
twenty years in prison, fines of up to $1,000,000, and 
civil penalties up to $1,111,908. 22 U.S.C. §§ 2778(c) 
and (e); 82 Fed. Reg. 3,168, 3,169 (Jan. 11, 2017). 
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 The USML includes “technical data” such as 
“information in the form of blueprints, drawings, 
photographs, plans, instructions or documentation” 
and “software” “directly related to defense articles,” 
although it excludes “general scientific, mathematical, 
or engineering principles commonly taught in schools, 
colleges, and universities, or information in the public 
domain. . . .” 22 C.F.R. § 120.10. 

 Congress has not defined “export” within this stat-
utory scheme. Respondents define “export” to include 
“[r]eleasing or otherwise transferring technical data 
to a foreign person in the United States (a ‘deemed 
export’).” Id. § 120.17(a)(2). At the time of the events 
giving rise to this case, Respondents defined “export” 
as “[d]isclosing (including oral or visual disclosure) 
or transferring technical data to a foreign per- 
son, whether in the United States or abroad.” Id. 
§ 120.17(a)(4) (2013); App. 27a. 

 Figuring out whether one’s information is con-
trolled can be complicated. The USML utilizes terms 
such as “military application,” id. § 121.1, which is un-
defined and “specially designed,” whose definition ex-
ceeds 900 words, id. § 120.41; and concludes with an 
open-ended catch-all provision encompassing “Articles, 
Technical Data, and Defense Services Not Otherwise 
Enumerated,” id. § 121.1 at USML Category XXI. 

 “[I]f doubt exists as to whether an article or service 
is covered by the U.S. Munitions List,” respondent Di-
rectorate of Defense Trade Controls (“DDTC”) may 
provide a “commodity jurisdiction” determination. Id. 
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§ 120.4(a). Over four thousand commodity jurisdiction 
requests have been submitted since 2010.1 Nonpublic 
National Security Council guidelines establish a sixty-
day deadline for DDTC to render a commodity jurisdic-
tion determination. R.144.2 But reports by the Govern-
ment Accountability Office, Office of Inspector General 
and DDTC show that these guidelines are routinely 
disregarded, as requests often await final determina-
tions for well over a year. R.163-68, 211-13, 221. 

 If information qualifies as “technical data,” peo- 
ple must obtain approval from the Department of 
Defense Office of Prepublication and Security Review 
(“DOPSR”) or another cognizant government agency 
before publishing it. However, no rule or law estab-
lishes a timeline for decision, standard of review, or an 
appeals process for DOPSR public release determina-
tions. 

 An ITAR export license application “may be disap-
proved, and any license or other approval or exemption 
granted . . . may be revoked, suspended, or amended 
without prior notice whenever . . . [t]he Department of 
State deems such action to be in furtherance of world 
peace, the national security or the foreign policy of the 
United States, or is otherwise advisable.” 22 C.F.R. 
§ 126.7(a)(1) (emphasis added). “The reasons for the 

 
 1 “Final Commodity Jurisdiction Determinations,” https:// 
www.pmddtc.state.gov/commodity_jurisdiction/determination.html 
(last visited July 28, 2017). 
 2 Citations to “R.p” refer to pages of the Fifth Circuit record 
on appeal. 
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action will be stated as specifically as security and for-
eign policy considerations permit.” Id. § 126.7(b). Deci-
sions to grant, revoke, suspend, or amend a license are 
not subject to judicial review under the Administrative 
Procedure Act. Id. § 128.1. 

 
B. The Government Applies the Regulations as 

a Content-Based Prior Restraint on Speech 

 1. Americans speak and publish an ever-expand-
ing array of technical information arguably subject to 
ITAR control. As the Department of Justice reported to 
Congress, “manuals written for legitimate purposes, 
such as military, agricultural, industrial and engineer-
ing purposes” can easily assist the pursuit of unlawful 
ends. R.287. “Such information is also readily available 
to anyone with access to a home computer equipped 
with a modem.” Id. ITAR’s “public domain” exclusion, 
22 C.F.R. § 120.10(b), includes eight categories of “in-
formation which is published and which is generally 
accessible or available to the public.” Id. § 120.11(a). 

 This exclusion leaves unaddressed the question 
of how information created by a speaker or author 
typically enters the public domain in the first instance. 
To be sure, one class of information ITAR deems to be 
in the public domain is information publicly released 
“after approval by the cognizant U.S. government de-
partment or agency.” Id. § 120.11(a)(7). Otherwise, 
under Respondents’ view, Americans are at risk of un-
lawfully “exporting” “technical data” whenever speak-
ing or publishing scientific or technical information in 
venues open to foreigners. 
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 2. This has not always been the case. Decades 
ago, footnote 3 to former ITAR Section 125.11 implied 
a prior restraint on all public speech that happened to 
fall within ITAR’s definition of “technical data”: 

The burden for obtaining appropriate U.S. 
Government approval for the publication of 
technical data falling within the definition in 
§ 125.01, including such data as may be devel-
oped under other than U.S. Government con-
tract, is on the person or company seeking 
publication. 

R.327. 

 Beginning in 1978, in response to concerns raised 
by this language, the Office of Legal Counsel (“OLC”) 
issued a series of opinions advising Congress, the 
White House, and the State Department that ITAR’s 
use as a prior restraint on the dissemination of pri-
vately generated, unclassified information violates the 
First Amendment. R.226-323. And in 1980, respondent 
DDTC’s predecessor agency issued official guidance 
providing that “[a]pproval is not required for publica-
tion of data within the United States . . . Footnote 3 to 
Section 125.11 does not establish a prepublication re-
view requirement.” R.332. 

 Finally, in 1984, the State Department removed 
Footnote 3 from ITAR, expressly stating its intent to 
address First Amendment concerns. See 49 Fed. Reg. 
47,682, 47,683 (Dec. 6, 1984) (“Concerns were ex-
pressed, for example, on licensing requirements as 
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they relate to the First Amendment to the Constitu-
tion. The revision seeks to reflect these concerns. . . .”). 

 By then, the problem of using ITAR as a prior re-
straint on speech had reached the Ninth Circuit, which 
avoided the First Amendment problem by reading a 
scienter requirement into the regulatory scheme. “If 
the information could have both peaceful and military 
applications . . . the defendant must know or have rea-
son to know that its information is intended for the 
prohibited use.” United States v. Edler Industries, Inc., 
579 F.2d 516, 521 (9th Cir. 1978) (citation omitted). “So 
confined, the statute and regulations are not over-
broad. For the same reasons the licensing provisions of 
the Act are not an unconstitutional prior restraint on 
speech.” Id. 

 Following Edler, OLC warned the State Depart-
ment of “serious constitutional questions” were ITAR 
applied to the transmission of “technical data” absent 
scienter. R.248. “For obvious reasons, the best legal so-
lution for the overbreadth problem is for the Depart-
ment of State, not the courts, to narrow the 
regulations.” R.256. 

 The Department of Justice reiterated these con-
cerns to Congress, counseling that prior restraints 
against Internet publication of potentially dangerous 
information is unconstitutional absent scienter. R.283. 
Consistent with these concerns, the State Department 
had previously represented to federal courts that it 
does not regulate the placement of scientific and tech-
nical information into the public domain. See C.A. Pl. 
Addendum 23, 26, 29-30. In fact, the State Department 
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conceded that reading ITAR as a prior restraint “is by 
far the most un-reasonable interpretation of the pro-
vision, one that people of ordinary intelligence are least 
likely to assume is the case.” Id. at 30. 

 3. Beginning in 2012, petitioner Defense Distrib-
uted published on the Internet various computer-aided 
design (“CAD”) files related to the lawful production of 
firearms and firearm components. “A CAD file is a data 
set defining the geometric representation of a bounded 
volume.” R.975, ¶ 38. “Viewed on a computer, [CAD 
files] display and project an image in three-dimen-
sions, similar to a model sculpted out of clay. The files 
can be viewed and manipulated in various contexts 
without an intent to ever manufacture anything.” 
R.978, ¶ 44. As such, the files have proven artistic and 
political utility. C.A. Br. 21-22. 

 Three-dimensional printers may also read CAD 
files as blueprints for producing the objects described 
by the files. The files are not themselves executable, 
and the production process requires human interven-
tion and guidance. R.975-76, ¶ 39. But the files do en-
able a person, using a machine, to make a described 
object. 

 Defense Distributed’s files were downloaded hun-
dreds of thousands of times. R.129, ¶ 4. But in May 
2013, Respondents ordered that “all such data should 
be removed from public access immediately,” because 
the files might constitute ITAR-controlled technical 
data. R.129, ¶ 5; 140-42. Respondents further directed 
Defense Distributed to seek a “commodity jurisdiction” 
determination as to whether the files are controlled. 
R.129, ¶ 7; 141. 
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 Defense Distributed complied. It took its files 
down from the Internet, and on June 21, 2013, filed 
ten commodity jurisdiction requests covering the 
published files. R.129, ¶ 7; 335-86. Nearly two years 
later—after Petitioners filed this lawsuit—Respon- 
dents determined that six of the ten files were ITAR-
controlled. Id. at 500-01. Despite Defense Distributed’s 
request, Respondents failed to provide guidance as to 
the commodity jurisdiction review process for other 
CAD files. R.131, ¶ 11; 433-56. 

 Defense Distributed also sells a machine, the 
“Ghost Gunner,” which can be used to mill various ob-
jects, including lawful firearm parts. The machine uses 
computer numeric control (“CNC”) technology, which 
reads data files to direct a drill. As with CAD files, 
“CNC code is expressive in that it can be read and ed-
ited by humans, who can also understand and adjust 
its output—i.e., what it will cause the mill to machine.” 
R.976-77, ¶ 41. Upon Defense Distributed’s commodity 
jurisdiction request, Respondents determined that the 
machine’s project files—the CNC instructions for mill-
ing particular items—are controlled. R.130, ¶ 9; 407-
08. 

 Defense Distributed also has other files described 
in the USML that it intends to publish. R.103; 131, 
¶ 13; 1082, ¶ 37. 

 4. After Petitioners brought this action challeng-
ing ITAR’s use as a prior restraint, Respondents pro-
posed to amend ITAR’s “public domain” definition to 
unambiguously impose a prior restraint: “the revised 
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definition explicitly sets forth the Department’s re-
quirement of authorization to release information into 
the ‘public domain.’ ” 80 Fed. Reg. 31,525, 31,528 (June 
3, 2015). Respondents now insist that ITAR has im-
posed a prior restraint all along: 

The requirements . . . are not new. Rather, 
they are a more explicit statement of the 
ITAR’s requirement that one must seek and 
receive a license or other authorization from 
the Department or other cognizant U.S. gov-
ernment authority to release ITAR controlled 
“technical data,” as defined in § 120.10. 

Id. at 31,528. 

 Under Respondents’ view, Americans risk signifi-
cant penalties for speaking or publishing scientific or 
technical information—“releas[ing] ‘technical data’ ”—
“by disseminating ‘technical data’ at a public confer-
ence or trade show, publishing ‘technical data’ in a book 
or journal article, or posting ‘technical data’ to the In-
ternet.” Id. “Posting ‘technical data’ to the Internet 
without a Department or other authorization is a vio-
lation of the ITAR even absent specific knowledge that 
a foreign national will read [it].” Id. at 31,529. 

 Respondents’ proposed codification of ITAR as a 
content-based prior restraint on speech drew over 
9,000 comments. Most commentators opposed the pro-
posal, including technology industry leaders (e.g., IBM, 
GE), former State Department employees, the Associ-
ation of American Universities, the Association of Pub-
lic and Land-grant Universities, and the Council on 
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Government Relations. R.728-29, 739, 765, 773, 796-
98, 817, 825. While the proposed codification has not 
yet been adopted, it reflects Respondents’ position that 
codification would be merely a formality. 

 
C. District Court Proceedings 

 Petitioners sought to preliminarily enjoin ITAR’s 
implementation as a content-based prior restraint, al-
leging that this use of ITAR is ultra vires, and violates 
the First, Second, and Fifth Amendments. The district 
court had jurisdiction under 28 U.S.C. §§ 1331 and 
1343. 

 The district court “ha[d] little trouble concluding 
Plaintiffs have shown they face a substantial threat of 
irreparable injury.” App. 63a. But it found that the im-
portance of protecting constitutional rights is out-
weighed by national security concerns, suggesting that 
the government’s “authority . . . in matters of foreign 
policy and export” are “largely immune” from judicial 
review. App. 64a (quotations omitted). The court fur-
ther held that because Respondents “clearly believe” 
that posting files to the Internet is an “export,” Peti-
tioners did not prove that allowing such posting serves 
the public interest. App. 65a. 

 “Nonetheless, in an abundance of caution,” id., the 
district court addressed Petitioners’ likelihood of suc-
cess on the merits. Although it concluded that Re-
spondents are authorized to bar speech as an “export,” 
App. 67a, the court considered the files to be protected 
by the First Amendment, App. 70a. But it then held 
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that while ITAR “unquestionably regulates speech 
concerning a specific topic,” it “does not regulate dis-
closure of technical data based on the message it is 
communicating.” App. 74a. The court thus “conclude[d] 
the regulation is content-neutral and thus subject to 
intermediate scrutiny.” Id. (citation omitted). 

 Applying intermediate scrutiny, the court asserted 
that Respondents’ prior restraint would survive be-
cause Petitioners have other means of distributing 
their speech domestically, App. 77a, presumably by 
screening listeners’ citizenship. The court also appar-
ently rejected Petitioners’ argument that prohibiting 
Americans from communicating on the Internet, while 
allowing other forms of domestic speech, does not ma-
terially advance the goal of barring foreigners’ access 
to that speech. App. 77a-78a. 

 And notwithstanding the government’s findings 
that commodity jurisdiction timelines are routinely ig-
nored, the fact that Defense Distributed waited nearly 
two years to receive a response to its commodity juris-
diction requests concerning the censored files, and the 
undisputed lack of procedural safeguards in Respond-
ents’ licensing process, the court held that Petitioners 
“have available a process for determining whether the 
speech they wish to engage in is subject to the licensing 
scheme of the ITAR regulations.” App. 78a. The district 
court also found that Respondents would likely defeat 
the Second Amendment claim at step two of an inter-
mediate scrutiny analysis, App. 8a, and that ITAR 
likely does not violate the Fifth Amendment due to 
vagueness, App. 90a. 
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D. The Panel Majority’s Opinion 

 A divided Fifth Circuit panel affirmed. The major-
ity began by stating that it would affirm denial of the 
preliminary injunction on a balancing of interests—
but without examining Petitioners’ claims. “[W]e de-
cline to address the merits requirement.” App. 12a. 
After asserting that Petitioners “failed to give any 
weight to the public interest in national defense and 
national security,” App. 13a,3 the majority declared 
that as far as the public interest is concerned, the 
government’s security concerns might well override 
the Constitution: 

Ordinarily, of course, the protection of consti-
tutional rights would be the highest public 
interest at issue in a case. That is not neces-
sarily true here, however, because the State 
Department has asserted a very strong public 
interest in national defense and national se-
curity. 

App. 13a. 

 The majority did not question the district court’s 
finding, App. 64a, that the public interest in security 
outweighed the public interest in exercising constitu-
tional rights. At most, the majority offered only that 
“both public interests asserted here are strong.” App. 

 
 3 It is unclear whether the majority claimed that Petitioners 
denied the existence of a regulatory interest. Petitioners did not. 
See, e.g., R.862-63 (“We happily concede that the Government has 
an interest . . . the Government has an interest in controlling the 
export of technical data.”); see also R.105, 117-18, 122, 936; C.A. 
Br. at 38, 58, 68-69. 
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16a. The majority thus “[found] it most helpful to focus 
on the balance of harm requirement. . . .” Id. Petition-
ers had argued that lifting the prior restraint would 
not harm the public, in part because their files con-
tinue to be made available by others on the Internet. 
But the majority found this to be an argument in favor 
of denying preliminary injunctive relief, as any newly-
created file would likewise become and remain widely 
available even were a permanent injunction later de-
nied. App. 16a-17a. 

 The majority clarified that it would affirm the de-
nial of a preliminary injunction on “the balance of 
harm and the public interest,” but “decline to reach the 
question of whether [Petitioners] have demonstrated a 
substantial likelihood of success on the merits.” App. 
18a. Reiterating that “we take no position” with the 
dissent’s “extensive discussion” of the First Amend-
ment merits, the majority offered, “[e]ven a First 
Amendment violation does not necessarily trump the 
government’s interest in national defense.” App. 18a-
19a n.12. 

 
E. Judge Jones’s Panel Dissent 

 1. Judge Jones dissented from the panel major-
ity’s “failure to treat the issues raised before us with 
the seriousness that direct abridgements of free speech 
demand.” App. 20a. 

 The dissent emphasized the common nature of Pe-
titioners’ speech. “This case poses starkly the question 
of the national government’s power to impose a prior 
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restraint on the publication of lawful, unclassified, 
not-otherwise-restricted technical data to the Internet 
under the guise of regulating the ‘export’ of ‘defense ar-
ticles.’ ” Id. While CAD files could be used in printing 
firearms, 

[n]one of the published information was ille-
gal, classified for national security purposes, 
or subject to contractual or other distribution 
restrictions. In these respects the information 
was no different from technical data available 
through multiple Internet sources from 
widely diverse publishers. 

App. 20a-21a. 

 The dissent also found troubling the government’s 
departure from decades of policy disclaiming ITAR’s 
use as a prior restraint, and the new prior restraint’s 
expansive scope. “In a nearly forty-year history of mu-
nitions ‘export’ controls, the State Department had 
never sought enforcement against the posting of any 
kind of files on the Internet,” App. 22a, adding that 
there is “little certainty that the government will con-
fine its censorship to Internet publication,” App. 23a. 
“Undoubtedly, the denial of a temporary injunction in 
this case will encourage the State Department to 
threaten and harass publishers of similar non-classi-
fied information.” Id. 

 Judge Jones chided the majority for “over-
look[ing]” the serious threat to free speech “with a rote 
incantation of national security, an incantation belied 
by the facts here and nearly forty years of contrary 
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Executive Branch pronouncements.” App.23a. “This 
preliminary injunction request deserved our utmost 
care and attention.” Id. While Judge Jones focused her 
discussion on the merits of the First Amendment 
claim, she found “non-frivolous” Petitioners’ claims 
“premised on ultra vires, the Second Amendment and 
procedural due process.” App. 23a n.4 

 Judge Jones noted that “[i]nterference with First 
Amendment rights for any period of time, even for 
short periods, constitutes irreparable injury,” App. 23a 
(citations omitted), and that “Defense Distributed has 
been denied publication rights for over three years,” 
App. 24a. She then found it “a mystery” why the major-
ity was “unwilling to correct” the district court’s “obvi-
ous error” in applying only intermediate scrutiny to 
the content-based prior restraint at issue. Id. That er-
ror had “fatally affected [the district court’s] approach 
to the remaining prongs of the test for preliminary in-
junctive relief.” Id. 

Without a proper assessment of plaintiff ’s 
likelihood of success on the merits—arguably 
the most important of the four factors neces-
sary to grant a preliminary injunction—the 
district court’s balancing of harms went awry. 
We should have had a panel discussion about 
the government’s right to censor Defense Dis-
tributed’s speech. 

Id. (citation and footnote omitted). 

 “Since the majority are close to missing in action, 
and for the benefit of the district court on remand,” 
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Judge Jones proceeded to explain why the State De-
partment’s conduct “appears to violate the governing 
statute, represents an irrational interpretation of the 
regulations, and violates the First Amendment as a 
content-based regulation and a prior restraint.” App. 
25a. 

 2. a. The dissent held that whether Congress’s 
use of “export” extends to domestic censorship of the 
Internet “is at least doubtful,” and that “construing the 
State Department’s regulations for such a purpose ren-
ders them incoherent and unreasonable.” App. 32a. 
The ordinary meaning of “export,” a statutorily unde-
fined but unambiguous term, would “normally resolve 
the case” at Chevron step one. App. 34a. “For the sake 
of argument, however, it is also clear that the State De-
partment regulations fail the second step as well.” Id. 

 “There is embedded ambiguity, and disturbing 
breadth,” in the State Department’s claimed prior re-
straint, such that “[t]he regulation on its face, as ap-
plied to Defense Distributed, goes far beyond the 
proper statutory definition of ‘export.’ ” App. 34a-35a. 
The dissent’s examination of Respondents’ regulatory 
interpretation invoked the terms “unreasonable,” “ipse 
dixit,” “incoherent,” and “irrational and absurd.” App. 
35a. “The root of the problem is that the State Depart-
ment’s litigating position puts more weight on ‘export’ 
than any reasonable construction of the statute will 
bear.” App. 36a. 

 b. Turning to the First Amendment, Judge 
Jones noted the process Respondents apply “is a 
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content-based restriction on the petitioners’ domestic 
speech ‘because of the topic discussed.’ ” App. 38a 
(quoting Reed v. Town of Gilbert, 135 S. Ct. 2218, 2227 
(2015)). “The State Department barely disputes that 
computer-related files and other technical data are 
speech protected by the First Amendment.” Id. (cita-
tion omitted). “Only because Defense Distributed 
posted technical data referring to firearms covered ge-
nerically by the USML does the government purport to 
require prepublication approval or licensing. This is 
pure content-based regulation.” App. 39a (footnote 
omitted). 

 The dissent rejected the claim that the regulation 
is aimed at secondary effects, App. 40a, and likewise 
found the claim that the prior restraint is not content-
based because it targets “ ‘functional’ ” speech “flawed 
factually and legally,” id. Applying strict scrutiny, the 
dissent credited the government’s compelling interest 
in arms control, but found the prior restraint “signifi-
cantly overinclusive.” App. 41a (internal quotation 
marks omitted). “In sum, it is not at all clear that the 
State Department has any concern for the First 
Amendment rights of the American public and press.” 
App. 44a. 

 c. Judge Jones also faulted Respondents for 
imposing an unconstitutional content-based prior re-
straint on speech. “To the extent it embraces pub- 
lication of non-classified, non-transactional, lawful 
technical data on the Internet, the Government’s 
scheme vests broad, unbridled discretion to make li-
censing decisions and lacks the requisite procedural 
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protections.” App. 47a. The “regulations’ virtually un-
bounded coverage . . . combined with the State Depart-
ment’s deliberate ambiguity in what constitutes the 
‘public domain,’ renders application of ITAR regula-
tions anything but ‘narrow, objective, and definite.’ ” Id. 

 “Just as troubling is the stark lack of the three re-
quired procedural protections in prior restraint cases.” 
App. 48a. “[T]he alleged 45-day regulatory deadline for 
[commodity jurisdiction] determinations seems to be 
disregarded in practice,” as Defense Distributed had to 
wait nearly two years for a response. Id. “Further, the 
prescribed time limit for licensing decisions, 60 days, is 
not particularly brief.” Id. “The withholding of judicial 
review alone should be fatal to the constitutionality of 
this prior restraint scheme insofar as it involves the 
publication of unclassified, lawful technical data to the 
Internet.” Id. (citations omitted). And absent judicial 
review, the government could not bear its burden to 
seek it. Id. 

 d. Finally, the dissent rejected the majority’s 
balancing paradigm. “[T]he Executive’s mere incanta-
tion of ‘national security’ and ‘foreign affairs’ interests 
do not suffice to override constitutional rights.” App. 
49a. “Inflicting domestic speech censorship in pursuit 
of globalist foreign relations concerns (absent specific 
findings and prohibitions as in Humanitarian Law 
Project) is dangerous and unprecedented.” App. 52a 
n.17 (referencing Holder v. Humanitarian Law Project, 
561 U.S. 1 (2010)). 
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 Indeed, Judge Jones doubted the government’s 
“sincerity . . . based on the determined ambiguity of its 
litigating position,” questioning how Respondents 
could simultaneously claim national security concerns 
over Petitioners’ speech while suggesting it can be 
“freely circulated within the U.S. at conferences, meet-
ings, trade shows, in domestic print publications and 
at libraries”—so long as no foreigner accesses it. App. 
53a-54a. “After all, if a foreign national were to attend 
a meeting or trade show, or visit the library and read a 
book with such information in it, under the Govern-
ment’s theory, the technical data would have been ‘ex-
ported’ just like the Internet posts. . . .” App. 54a. 

 “[T]he majority leave in place a preliminary in-
junction that degrades First Amendment protections 
and implicitly sanctions the State Department’s tenu-
ous and aggressive invasion of citizens’ rights.” Id. 
While “[t]oday’s target is unclassified, lawful technical 
data about guns . . . [t]omorrow’s targets may be 
drones, cybersecurity, or robotic devices. . . . This abdi-
cation of our decisionmaking responsibility toward the 
First Freedom is highly regrettable.” Id. 

 
F. Judge Elrod’s Dissent From Denial Of Re-

hearing 

 The Fifth Circuit voted 9-5 against rehearing the 
case en banc. App. 92a. Judge Elrod dissented, joined 
by three of her colleagues. 
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 “The panel opinion’s flawed preliminary injunc-
tion analysis permits perhaps the most egregious dep-
rivation of First Amendment rights possible: a content-
based prior restraint.” App. 93a. Agreeing with “Judge 
Jones’s cogent panel dissent,” Judge Elrod wrote “to 
highlight three errors that warrant en banc review.” 
Id. 

First, the panel opinion fails to review the 
likelihood of success on the merits—which ten 
of our sister circuits agree is an essential in-
quiry in a First Amendment preliminary in-
junction case. Second, the panel opinion 
accepts that a mere assertion of a national se-
curity interest is a sufficient justification for 
a prior restraint on speech. Third, the panel 
opinion conducts a fundamentally flawed 
analysis of irreparable harm. 

Id. 

 “Strikingly . . . the panel opinion entirely fails to 
address the likelihood of success on the merits, and in 
so doing creates a circuit split. This error alone merits 
rehearing en banc.” App. 94a. “A court that ignores the 
merits of a constitutional claim cannot meaningfully 
analyze the public interest, which, by definition, favors 
the vigorous protection of First Amendment rights.” Id. 
(citations omitted). 

 “[T]he mere assertion of a national security inter-
est” is also insufficient. App. 95a. “Certainly there is a 
strong public interest in national security. But there is 
a paramount public interest in the exercise of consti-
tutional rights, particularly those guaranteed by the 
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First Amendment. . . .” Id. (citing New York Times Co. 
v. United States, 403 U.S. 713, 714 (1971)). 

Allowing such a paltry assertion of national 
security interests to justify a grave depriva-
tion of First Amendment rights treats the 
words “national security” as a magic spell, the 
mere invocation of which makes free speech 
instantly disappear. 

App. 96a. Judge Elrod also took issue with the panel 
majority’s minimization of Defense Distributed’s harm 
as “temporary,” as even short deprivations of First 
Amendment rights are understood to impose irrepara-
ble harm. Id. 

We have been warned that the “word ‘security’ 
is a broad, vague generality whose contours 
should not be invoked to abrogate the funda-
mental law embodied in the First Amend-
ment.” Unfortunately, that is exactly what the 
panel opinion has done. 

App. 96a-97a (quoting New York Times, 403 U.S. at 719 
(Black, J., concurring)). 

---------------------------------  ---------------------------------   
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REASONS FOR GRANTING THE PETITION 

I. The Lower Court’s Refusal to Address 
Petitioners’ Likelihood of Success in Vin-
dicating First Amendment Rights Directly 
Contradicts This Court’s Precedent, and 
Conflicts with the Precedent of Ten Cir-
cuits. 

 The refusal to consider the merits of a preliminary 
injunction motion that seeks to secure First Amend-
ment rights provides a definitive example of a decision 
that “has so far departed from the accepted and usual 
course of judicial proceedings . . . as to call for an exer-
cise of this Court’s supervisory power.” Sup. Ct. R. 
10(a). 

 This Court’s precedents are unambiguous. “In 
deciding whether to grant a preliminary injunction, a 
district court must consider whether the plaintiffs 
have demonstrated that they are likely to prevail on 
the merits.” Ashcroft v. ACLU, 542 U.S. 656, 666 (2004) 
(citation omitted) (emphasis added); see also Sole v. 
Wyner, 551 U.S. 74, 84 (2007). 

 There is nothing optional about the word “must.” 
Nor can there be any doubt as to the wisdom of this 
Court’s mandate to examine a claim’s merits when 
parties seek preliminary injunctions. Courts that re-
fuse to consider a plaintiff ’s likelihood of success on 
the merits perforce cannot fully assess irreparable 
harm; nor can they balance the equities, which would 
be unknown. Nor can courts that ignore the merits of 
a constitutional case comprehend (let alone determine) 
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the public interest, which by definition cannot contra-
dict the Constitution itself. 

 Not surprisingly, because the court below “has so 
far departed from the accepted and usual course of ju-
dicial proceedings,” it has also “entered a decision in 
conflict with the decision of another United States 
court of appeals on the same important matter.” Sup. 
Ct. R. 10(a). Indeed, on this crucial point, the court be-
low stands in conflict with no fewer than ten circuits, 
which hold that the merits prong is not merely critical, 
but often dispositive. 

In the First Amendment context, the likeli-
hood of success on the merits is the linchpin 
of the preliminary injunction analysis . . . [it 
is] incumbent upon the district court to en-
gage with the merits before moving on to the 
remaining prongs of its analysis. 

Sindicato Puertorriqueño de Trabajadores v. Fortuño, 
699 F.3d 1, 10-11 (1st Cir. 2012). “Consideration of the 
merits is virtually indispensable in the First Amend-
ment context, where the likelihood of success on the 
merits is the dominant, if not dispositive factor.” N.Y. 
Progress & Prot. PAC v. Walsh, 733 F.3d 483, 488 (2d 
Cir. 2013). 

 When “suppression of speech in violation of the 
First Amendment [is alleged], we focus our attention 
on the first factor, i.e., whether [plaintiff ] is likely to 
succeed on the merits of his constitutional claim.” Stilp 
v. Contino, 613 F.3d 405, 409 (3d Cir. 2010). In Stilp, 
the Third Circuit accepted a defendant’s concession 
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“that, if we find that [plaintiff ] is likely to succeed on 
the merits, the other requirements for a preliminary 
injunction are satisfied.” Id. As “irreparable harm is 
‘inseparably linked’ to the likelihood of success on the 
merits of plaintiff ’s First Amendment claim,” the 
Fourth Circuit “focus[es] [its] review on the merits of 
Plaintiff ’s First Amendment claim.” WV Ass’n of Club 
Owners & Fraternal Servs., Inc. v. Musgrave, 553 F.3d 
292, 298 (4th Cir. 2009). Likelihood of success on the 
merits may, where appropriate, “satisf[y] the public in-
terest prong.” Pashby v. Delia, 709 F.3d 307, 330 (4th 
Cir. 2013). 

 “In the context of a First Amendment claim, the 
balancing of these [four required] factors is skewed to-
ward an emphasis on the first factor,” which “often will 
be the determinative factor.” Liberty Coins, LLC v. 
Goodman, 748 F.3d 682, 690 (6th Cir. 2014) (quotations 
omitted). 

In cases implicating the First Amendment, 
the other three factors often hinge on this first 
factor. The determination of where the public 
interest lies is dependent on a determination 
of the likelihood of success on the merits of the 
First Amendment challenge because it is al-
ways in the public interest to prevent the vio-
lation of a party’s constitutional rights. 
Similarly, because the questions of harm to 
the parties and the public interest generally 
cannot be addressed properly in the First 
Amendment context without first determin-
ing if there is a constitutional violation, the 
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crucial inquiry often is . . . whether the stat-
ute at issue is likely to be found constitu-
tional. 

Id. (internal quotation marks and punctuation omit-
ted). 

 The Seventh Circuit agrees that “[i]n First 
Amendment cases, the likelihood of success on the mer-
its will often be the determinative factor.” Higher Soc’y 
of Ind. v. Tippecanoe Cty., 858 F.3d 1113, 1116 (7th Cir. 
2017) (quotations omitted); id. (“So the analysis begins 
and ends with the likelihood of success on the merits 
of the First Amendment claim”) (internal quotation 
marks and punctuation omitted). “[I]t is sometimes 
necessary to inquire beyond the merits.” Joelner v. Vil-
lage of Wash. Park, 378 F.3d 613, 620 (7th Cir. 2004) 
(emphasis added). 

 The Eighth Circuit is in accord. A “likely First 
Amendment violation further means that the public 
interest and the balance of harms (including irrepara-
ble harm to [plaintiff ]) favor granting the injunction.” 
Child Evangelism Fellowship of Minn. v. Minneapolis 
Special Sch. Dist. No. 1, 690 F.3d 996, 1004 (8th Cir. 
2012) (citation omitted). 

 The Tenth and D.C. Circuits agree that the merits 
prong will “often be the determinative factor” in First 
Amendment preliminary injunction cases. Verlo v. 
Martinez, 820 F.3d 1113, 1126 (10th Cir. 2016) (inter-
nal quotation marks omitted) (noting “the seminal im-
portance of the interests at stake”); Pursuing America’s 
Greatness v. FEC, 831 F.3d 500, 511 (D.C. Cir. 2016); 
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see also Planned Parenthood Ass’n of Utah v. Herbert, 
828 F.3d 1245, 1265-66 (10th Cir. 2016) (likelihood of 
success establishes public interest in enjoining uncon-
stitutional conduct). 

 The Eleventh Circuit goes one step further. Owing 
to “the severity of burdens on speech” and the fact that 
“the public, when the state is a party asserting harm, 
has no interest in enforcing an unconstitutional law,” a 
First Amendment plaintiff “is entitled to relief if his 
claim is likely to succeed.” Scott v. Roberts, 612 F.3d 
1279, 1297 (11th Cir. 2010) (citations omitted). 

 The en banc dissenters, who noted that the preced-
ing ten circuits would not countenance the panel 
majority’s approach, App. 93a, might have added the 
Ninth Circuit’s output to this parade of conflicting 
precedent. “[A] First Amendment claim ‘certainly 
raises the specter’ of irreparable harm and public in-
terest considerations,” even if “proving the likelihood 
of such a claim” is by itself insufficient to obtain an in-
junction. Dish Network Corp. v. FCC, 653 F.3d 771, 776 
(9th Cir. 2011) (internal quotation marks omitted). Ac-
cordingly, the Ninth Circuit requires the merits analy-
sis that it acknowledges could tilt the irreparable harm 
and public interest assessments. Vivid Entm’t, LLC v. 
Fielding, 774 F.3d 566, 577 (9th Cir. 2014). 

 Without acknowledging the overwhelming weight 
of contrary precedent, the panel majority rested its dis-
cordant decision on an old trademark case cited nei-
ther by the District Court nor Respondents, Southern 
Monorail Co. v. Robbins & Myers, Inc., 666 F.2d 185 
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(5th Cir. Unit B 1982). The Southern Monorail court 
had refused to presume irreparable harm even were 
the plaintiff likely to prevail, contrary to the practice 
in constitutional cases where irreparable harm is pre-
sumed, and upheld the denial of an injunction solely 
on a balancing of the equities. 

 That very thin reed cannot bear the weight of the 
majority’s departure from judicial norms. A federal ap-
pellate court’s refusal to analyze the merits of a signif-
icant First Amendment challenge to a content-based 
prior restraint, in direct contravention of this Court’s 
precedent and in irreconcilable conflict with the prece-
dent of ten other circuits, calls out for review. 

 
II. The Lower Court’s Holding that It May Not 

Be in the Public Interest to Enforce the 
Constitution Conflicts with the Precedent 
of Five Circuits and Raises Issues of Ex-
ceptional Significance. 

 The lower court offered that “[o]rdinarily . . . the 
protection of constitutional rights would be the highest 
public interest.” App. 13a. But “[t]hat is not necessarily 
true here,” because “the State Department has as-
serted a very strong interest in national defense and 
national security.” Id. (emphasis added). 

 There is no conflict between the public interest 
and the Constitution. “Liberty and security can be rec-
onciled; and in our system they are reconciled within 
the framework of the law.” Boumediene v. Bush, 553 
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U.S. 723, 798 (2008). If Petitioners’ speech truly threat-
ened national security, if it would “surely result in 
direct, immediate, and irreparable damage to our Na-
tion or its people,” New York Times, 403 U.S. at 730 
(Stewart, J., concurring), the government would have a 
compelling interest to sustain the censorship’s consti-
tutionality. But how could a court know this, absent the 
merits inquiry that the majority refused to undertake? 
Because the State Department “asserted” so? If the 
first prong weighed against Petitioners, Respondents 
would have less reason to worry under the fourth. 

 But once constitutional rights are at stake, at least 
five circuits would not consider other public interests. 
“[I]t is always in the public interest to prevent the vio-
lation of a party’s constitutional rights.” Awad v. 
Ziriax, 670 F.3d 1111, 1132 (10th Cir. 2012) (internal 
quotation marks omitted); accord Planned Parenthood 
of Utah, 828 F.3d at 1266. 

 That “enforcement of an unconstitutional law is 
always contrary to the public interest” is “obvious.” 
Gordon v. Holder, 721 F.3d 638, 653 (D.C. Cir. 2013) 
(citations omitted). “[I]t may be assumed that the Con-
stitution is the ultimate expression of the public inter-
est.” Id. (internal quotation marks omitted). The D.C. 
Circuit has no trouble applying this rule to secure First 
Amendment rights. “[T]here is always a strong public 
interest in the exercise of free speech rights otherwise 
abridged by an unconstitutional regulation.” Pursuing 
America’s Greatness, 831 F.3d at 511. The Sixth, Sev-
enth, and Eleventh Circuits agree. Liberty Coins, 748 
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F.3d at 690; Korte v. Sibelius, 735 F.3d 654, 666 (7th Cir. 
2013); Scott, 612 F.3d at 1297. 

 The prevailing standard holds that it is “always” 
in the public interest to enforce the Constitution. Not 
“probably,” not “maybe,” not “usually, unless the gov-
ernment asserts an interest,” but “always.” As Judge 
Elrod offered in dissent, “there is a paramount public 
interest in the exercise of constitutional rights, partic-
ularly those guaranteed by the First Amendment.” 
App. 95a. 

 National uniformity may at times be undesirable 
or elusive. With respect to the Constitution’s relevance, 
it should be restored. 

 
III. The Lower Court’s Constructive Approval 

of a Content-Based Prior Restraint, Under 
the Artifice of Treating Any Speech that 
Foreigners Might Hear or Read as an “Ex-
port,” Calls for This Court’s Review. 

 The Pentagon Papers were, without question, mil-
itarily and diplomatically sensitive. Many foreigners 
could purchase an American newspaper. Yet the pre-
ceding four decades of First Amendment doctrine could 
scarcely be imagined had this Court approved of cen-
soring the New York Times’s Vietnam War coverage for 
lack of an export license. Should the government have 
argued that the prior restraint against the Times was 
acceptable because the newspaper did not restrict its 
distribution to American citizens? 
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 Plain meaning has never supported Respondents’ 
usage of “export” as a synonym for “speak” or “publish.” 
The majority erred in deferring to the government’s 
novel redefinition. And while Petitioners’ speech re-
lates to recent technology, the First Amendment con-
cepts here are timeless. The Internet, and 3D printing, 
did not exist during the many years when the Execu-
tive Branch warned repeatedly that ITAR’s use as a 
prior restraint on speech was unconstitutional, and the 
State Department disclaimed any such application. To-
day, “cyberspace” provides “the most important places 
(in a spatial sense) for the exchange of views.” Packing-
ham v. North Carolina, 137 S. Ct. 1730, 1735 (2017). 
Courts “must exercise extreme caution before suggest-
ing that the First Amendment provides scant protec-
tion for access to vast networks in that medium.” Id. 

 Yet the majority below went much farther than 
even that. The content-based prior restraint to which 
the panel majority turned a blind eye constrains Peti-
tioners’ speech generally and everywhere. Judge Jones 
noted that the prior restraint covers meetings, trade 
shows, and even library books. App. 54a. Respondents’ 
proposed codification of their current practice confirms 
that anyone wishing to express scientific or technical 
information in a “public conference or trade show . . . a 
book or journal article [or on] the Internet” risks com-
mitting an export violation. 80 Fed. Reg. 31,525, 
31,528. 

 The scope and depth of Respondents’ content-
based prior restraint are severe. The decision below 
“degrades First Amendment protections and implicitly 
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sanctions the State Department’s tenuous and aggres-
sive invasion of citizens’ rights”—and there is no tell-
ing where this adventure will end. App. 54a. This 
censorship program appears destined for this Court’s 
review. Given the law’s skepticism of content-based 
prior restraints, and the severe harms involved, the 
Court should address the matter now. 

 
IV. The Erroneous Decision Below Destabi-

lizes the Law and Raises Serious Questions 
About the Judiciary’s Mission. 

 The decision below has unsettled the established 
norms for adjudicating preliminary injunction re-
quests. Gone is this Court’s careful balancing test, with 
its reliance on the merits. In its place, a wholly arbi-
trary system: The court will consider the merits, when 
it wishes to do so. Whether the merits might reveal a 
constitutional violation is less important, because the 
court will enforce the Constitution only when it seems 
to be a good idea. What are courts, attorneys, and the 
public to make of this innovation? 

 Critics of this or that opinion often allege that a 
court has followed an extra-constitutional agenda. For 
a court to declare that it has done just that—in ignor-
ing a content-based prior restraint no less—raises 
basic questions about the judiciary’s function. The pub-
lic is left with no way of knowing when a judge would 
declare some interest more important than the Consti-
tution, or even bother hearing the merits of plainly sig-
nificant pleas to enjoin unconstitutional conduct. 
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 Absent a merits inquiry, a court balancing the un-
known equities is reduced, as was the majority below, 
to declaring whether an abstract interest in constitu-
tional rights is more or less important than an equally 
abstract government interest. And if the court then 
decides, as did the majority below, that security > free-
dom, that ends the matter. The logic is inescapable; 
where applied, it bars any injunctive relief. 

 Yet courts would be hard-pressed to approach all 
proposed free speech injunctions in this manner. For 
example, the lower court holds that the Due Process 
Clause secures a right to sex toys. Reliable Consult-
ants, Inc. v. Earle, 517 F.3d 738 (5th Cir. 2008). Suppose 
that Saudi Arabia refused the United States essential 
military cooperation, so long as Saudi citizens could ac-
cess Americans’ online files aiding such devices’ design 
and manufacture. Would the court below simply de-
clare that “national security” justifies the State De-
partment in ordering Americans to take down their 
web sites hosting such files, nevermind the merits of 
their First Amendment claims or the public’s interest 
in the Constitution itself ? 

 Or is it just that Petitioners, their speech, and 
their interests found the court’s disfavor? Whose 
speech gets the familiar four-prong treatment, and 
whose gets the new rubber stamp? The majority did 
not explain. What remains is the unavoidable suspi-
cion that the majority blinded itself to the merits be-
cause it feared, as Judge Jones’s unchallenged dissent 
laid out, that Petitioners would prevail. But as this 
Court warned, “national-security concerns must not 
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become a talisman used to ward off inconvenient 
claims—a label used to cover a multitude of sins.” 
Ziglar v. Abbasi, 137 S. Ct. 1843, 1862 (2017) (internal 
quotation marks omitted). 

 Alas, the tickets punched below—allowing courts 
to disregard the constitutional merits of injunction 
requests and find public interests greater than the 
Constitution itself—are far too judge-empowering to 
remain “restricted . . . good for this day and this train 
only.” Smith v. Allwright, 321 U.S. 649, 669 (1944) (Rob-
erts, J., dissenting). Nor will the damage remain con-
fined to the First Amendment. Dissenting from a 
judgment affirming an injunction against President 
Trump’s executive order regarding immigration, some 
cited this case for the proposition that “although the 
public interest generally favors the protection of con-
stitutional rights, that interest must sometimes yield 
to the public interest in national security. . . .” Int’l Ref-
ugee Assistance Project v. Trump, 857 F.3d 554, 657 (4th 
Cir. 2017) (en banc) (Shedd, J., dissenting), cert. 
granted, 137 S. Ct. 2080 (2017). 

 Confusing the matter, the IRAP dissent explained 
that “constitutional protections of any sort have little 
meaning” absent national security. Id. (quoting Wayte 
v. United States, 470 U.S. 598, 612 (1985)). But Wayte’s 
language merely recognized national defense as a le-
gitimate interest under the second prong of United 
States v. O’Brien, 391 U.S. 367, 377 (1968). Nobody 
questioned that here. And this Court has never come 
close to suggesting that national security overrides the 
public interest in the Constitution itself. 



37 

 

V. This Case Presents an Excellent Vehicle 
For Resolving the Issues Presented. 

 This dispute comes before the Court on clear splits 
of circuit authority, and a comprehensive and robust 
record. The case has faced the rigor of a strongly-di-
vided panel and rehearing process. Nor is there a ques-
tion of a ripe case or controversy—Respondents have 
gagged Defense Distributed and declared its speech 
unfit for general publication. 

 Petitioners are constrained to note that this case 
is not only an excellent vehicle in its own right, but 
better suited for resolution than other efforts at attack-
ing Respondents’ prior restraint. Nearly three months 
after the district court’s decision below, an attorney 
representing his own professional corporation (acting, 
essentially, in pro se) brought suit arguing that Re-
spondents’ practice precludes him from using unspeci-
fied “technical data” in his marketing presentations. In 
an unpublished summary order, the Second Circuit af-
firmed the denial of the law firm’s motion for prelimi-
nary injunction. Stagg P.C. v. United States Dep’t of 
State, 673 Fed. Appx. 93 (2d Cir. 2016) (summary or-
der), cert. petition pending, No. 17-94 (filed July 17, 
2017). 

 The district court, and the Second Circuit, both 
had difficulty with the law firm’s refusal to identify the 
technical data it proposed to release. Absent that infor-
mation, the courts “assume[d] the worst case scenario” 
and fully credited the government’s concerns. Id. at 
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95.4 Additionally, the law firm’s reticence “depriv[ed] 
the DDTC of the opportunity to end this controversy 
by confirming its suspicion the materials” are not con-
trolled. Stagg P.C. v. United States Dep’t of State, 158 
F. Supp. 3d 203, 208 (S.D.N.Y. 2016) (footnote omitted). 

 Obviously, these problems are not present here. 
The only appellate judges who reached the merits—
based on the extensive record—easily concluded that 
an injunction should issue. Moreover, while Petitioners 
appreciate that others are impacted by the prior re-
straint, “prudential considerations demand that the 
Court insist upon that concrete adverseness which 
sharpens the presentation of issues upon which the 
court so largely depends for illumination of difficult 
constitutional questions.” United States v. Windsor, 
133 S. Ct. 2675, 2687 (2013) (internal quotation marks 
omitted). Unlike Stagg, Petitioners bring the “[c]on-
crete injury” that “adds the essential dimension of 
specificity to the dispute.” Schlesinger v. Reservists 
Comm. to Stop the War, 418 U.S. 208, 220-21 (1974). 

This personal stake is what the Court has con-
sistently held enables a complainant authori-
tatively to present to a court a complete 
perspective upon the adverse consequences 
flowing from the specific set of facts under-
girding his grievance. Such authoritative 
presentations are an integral part of the 
judicial process, for a court must rely on the 

 
 4 Contrary to Stagg’s petition, the courts assessed the merits 
of his claim as best they could. The Second Circuit would not have 
followed the approach below here. See N.Y. Progress, 733 F.3d at 
488. 
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parties’ treatment of the facts and claims be-
fore it to develop its rules of law. 

Id. at 221. 

 Notwithstanding Petitioners’ on-going, particular-
ized injury, Stagg theorizes that his inchoate dispute is 
a better vehicle for addressing Respondents’ prior re-
straint. See Petition for Certiorari, No. 17-94 at 36-37. 
But Stagg’s petition fails to disclose that he is no 
stranger to this case. When Respondents threatened 
Defense Distributed, the organization turned to its 
then-counsel, Williams Mullen—where Stagg worked 
as an attorney for Defense Distributed regarding the 
issue. Defense Distributed disapproves of the adverse 
position its former attorney now takes against it re-
specting the same matter. The conflict is reason 
enough to deny Stagg’s petition, if it is not withdrawn. 

 Stagg’s attacks on his former client’s case are also, 
at best, misleading. First, as Judge Jones’s dissent and 
Respondents’ regulations make clear, the issue is not 
limited to the Internet—although, as Packingham 
demonstrates, that would offer reason enough to re-
view the case were it so. Second, regardless of “Con-
gress’s understanding,” Stagg Pet. at 37, Respondents 
are not about to allow Petitioners to speak. While a 
task force is “considering the possibility” of excluding 
“most commercial firearms and related activities from 
the ITAR,” App. 117a, that theoretical exclusion would 
not protect Petitioners’ plainly non-commercial speech. 
The potential—always present—that the government 
might voluntarily cease censoring applies equally to 



40 

 

Stagg, and it is no reason to leave the matter in the 
government’s hands. 

 Finally, the notion that a lawyer’s marketing 
presentations are “pure speech,” but Internet publish-
ing isn’t, Stagg Pet. at 37, is incoherent. Stagg’s mar-
keting might well rely upon his former client’s 
censored files to test the prior restraint, but Stagg’s 
First Amendment claim cannot be “stronger” than or 
“superior” to that of his former client. Id. 

 This case presents the Court with multiple ave-
nues of redressing the errors below. Judge Jones’s ex-
haustive dissent, if not the panel majority, engaged the 
parties’ specific and well-defined controversy on the 
merits, affording this Court a basis to decide the criti-
cal question of whether this particular content-based 
prior restraint is constitutional. But the magnitude of 
the lower court’s errors in refusing to consider the mer-
its prong, and elevating unexamined assertions of gov-
ernmental interest over the Constitution itself, 
suggests the possibility of summary reversal. Even 
were the First Amendment’s application here in doubt, 
the law of preliminary injunctions “is settled and sta-
ble, the facts are not in dispute, and the decision below 
is clearly in error.” Schweiker v. Hansen, 450 U.S. 785, 
791 (1981) (Marshall, J., dissenting). 

 This case merits a decision that adheres to this 
Court’s established preliminary injunction framework. 
Whether that decision is made here, or whether it 
should come, in the first instance, from a court “of first 
view,” Expressions Hair Design v. Schneiderman, 137 
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S. Ct. 1144, 1151 (2017) (internal quotation marks 
omitted), certiorari is appropriate. 

---------------------------------  --------------------------------- 
 

CONCLUSION 

 The petition for a writ of certiorari should be 
granted. 
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APPENDIX A 

IN THE UNITED STATES COURT OF APPEALS 
FOR THE FIFTH CIRCUIT 

----------------------------------------------------------------------- 

No. 15-50759 

----------------------------------------------------------------------- 

DEFENSE DISTRIBUTED; SECOND 
AMENDMENT FOUNDATION, INCORPORATED, 

    Plaintiffs-Appellants 

v. 

UNITED STATES DEPARTMENT OF STATE; 
JOHN F. KERRY, In His Official Capacity as the 
Secretary of the Department of State; 
DIRECTORATE OF DEFENSE TRADE CONTROLS, 
Department of State Bureau of Political Military 
Affairs; KENNETH B. HANDELMAN, Individually 
and in His Official Capacity as the Deputy Assistant 
Secretary of State for Defense Trade Controls in 
the Bureau of Political-Military Affairs; 
C. EDWARD PEARTREE, Individually and in 
His Official Capacity as the Director of the Office 
of Defense Trade Controls Policy Division; 
SARAH J. HEIDEMA, Individually and in 
Her Official Capacity as the Division Chief, 
Regulatory and Multilateral Affairs, Office of 
Defense Trade Controls Policy; GLENN SMITH, 
Individually and in His Official Capacity as the 
Senior Advisor, Office of Defense Trade Controls, 

    Defendants-Appellees 
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----------------------------------------------------------------------- 

Appeal from the United States District Court 
for the Western District of Texas 

----------------------------------------------------------------------- 

(Filed Sep. 20, 2016) 

 Before DAVIS, JONES, and GRAVES, Circuit 
Judges. 

W. EUGENE DAVIS, Circuit Judge: 

 Plaintiffs-Appellants Defense Distributed and Sec-
ond Amendment Foundation, Inc. have sued Defendants-
Appellees, the United States Department of State, the 
Secretary of State, the DDTC, and various agency em-
ployees (collectively, the “State Department”), seeking 
to enjoin enforcement of certain laws governing the ex-
port of unclassified technical data relating to prohib-
ited munitions. Because the district court concluded 
that the public interest in national security outweighs 
Plaintiffs-Appellants’ interest in protecting their con-
stitutional rights, it denied a preliminary injunction, 
and they timely appealed. We conclude the district 
court did not abuse its discretion and therefore affirm. 

 
I. Background 

 Defense Distributed is a nonprofit organization 
operated, in its own words, “for the purpose of promot-
ing popular access to arms guaranteed by the United 
States Constitution” by “facilitating global access to, 
and the collaborative production of, information and 
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knowledge related to the 3D printing of arms; and by 
publishing and distributing such information and 
knowledge on the Internet at no cost to the public.” 
Second Amendment Foundation, Inc. is a nonprofit 
devoted more generally to promoting Second Amend-
ment rights. 

 Defense Distributed furthers its goals by creating 
computer files used to create weapons and weapon 
parts, including lower receivers for AR-15 rifles.1 The 
lower receiver is the part of the firearm to which the 
other parts are attached. It is the only part of the rifle 
that is legally considered a firearm under federal law, 
and it ordinarily contains the serial number, which in 
part allows law enforcement to trace the weapon. Be-
cause the other gun parts, such as the barrel and mag-
azine, are not legally considered firearms, they are not 
regulated as such. Consequently, the purchase of a 
lower receiver is restricted and may require a back-
ground check or registration, while the other parts or-
dinarily may be purchased anonymously. 

 The law provides a loophole, however: anyone may 
make his or her own unserialized, untraceable lower 
receiver for personal use, though it is illegal to transfer 
such weapons in any way. Typically, this involves start-
ing with an “80% lower receiver,” which is simply an 
unfinished piece of metal that looks quite a bit like a 

 
 1 The district court capably summarized the facts in its mem-
orandum opinion and order. See Def. Distributed v. U.S. Dep’t of 
State, 121 F. Supp. 3d 680, 686-88 (W.D. Tex. 2015). The facts set 
out in this opinion come largely from the district court’s opinion 
and the parties’ briefs. 
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lower receiver but is not legally considered one and 
may therefore be bought and sold freely. It requires ad-
ditional milling and other work to turn into a func-
tional lower receiver. Typically this would involve 
using jigs (milling patterns), a drill press, other tools, 
and some degree of machining expertise to carefully 
complete the lower receiver. The result, combined with 
the other, unregulated gun parts, is an unserialized, 
untraceable rifle. 

 Defense Distributed’s innovation was to create 
computer files to allow people to easily produce their 
own weapons and weapon parts using relatively af-
fordable and readily available equipment. Defense Dis-
tributed has explained the technologies as follows: 

Three-dimensional (“3D”) printing technology 
allows a computer to “print” a physical object 
(as opposed to a two-dimensional image on pa-
per). Today, 3D printers are sold at stores such 
as Home Depot and Best Buy, and the instruc-
tions for printing everything from jewelry to 
toys to car parts are shared and exchanged 
freely online at sites like GrabCAD.com and 
Thingiverse.com. Computer numeric control 
(“CNC”) milling, an older industrial technol-
ogy, involves a computer directing the opera-
tion of a drill upon an object. 3D printing is 
“additive;” using raw materials, the printer 
constructs a new object. CNC milling is “sub-
tractive,” carving something (more) useful 
from an existing object. 

Both technologies require some instruction 
set or “recipe” – in the case of 3D printers, 
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computer aided design (“CAD”) files, typically 
in .stl format; for CNC machines, text files set-
ting out coordinates and functions to direct a 
drill.2 

 Defense Distributed’s files allow virtually anyone 
with access to a 3D printer to produce, among other 
things, Defense Distributed’s single-shot plastic pistol 
called the Liberator and a fully functional plastic AR-
15 lower receiver. In addition to 3D printing files, De-
fense Distributed also sells its own desktop CNC mill 
marketed as the Ghost Gunner, as well as metal 80% 
lower receivers. With CNC milling files supplied by De-
fense Distributed, Ghost Gunner operators are able to 
produce fully functional, unserialized, and untraceable 
metal AR-15 lower receivers in a largely automated 
fashion. 

 Everything discussed above is legal for United 
States citizens and will remain legal for United States 
citizens regardless of the outcome of this case. This 
case concerns Defense Distributed’s desire to share all 
of its 3D printing and CNC milling files online, availa-
ble without cost to anyone located anywhere in the 
world, free of regulatory restrictions. 

 Beginning in 2012, Defense Distributed posted on- 
line, for free download by anyone in the world, a num-
ber of computer files, including those for the Liberator 
pistol (the “Published Files”). On May 8, 2013, the 
State Department sent a letter to Defense Distributed 
requesting that it remove the files from the internet on 

 
 2 Plaintiffs-Appellants’ Original Brief on Appeal. 
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the ground that sharing them in that manner violates 
certain laws. The district court summarized the rele-
vant statutory and regulatory framework as follows: 

Under the Arms Export Control Act (“AECA”), 
“the President is authorized to control the im-
port and the export of defense articles and 
defense services” and to “promulgate regu- 
lations for the import and export of such arti-
cles and services.” 22 U.S.C. § 2778(a)(1). The 
AECA imposes both civil and criminal pen- 
alties for violation of its provisions and im- 
plementing regulations, including monetary 
fines and imprisonment. Id. § 2278(c) & (e). 
The President has delegated his authority 
to promulgate implementing regulations to 
the Secretary of State. Those regulations, the 
International Traffic in Arms Regulation 
(“ITAR”), are in turn administered by the 
DDTC [Directorate of Defense Trade Con-
trols] and its employees. 22 C.F.R. 120.1(a). 

The AECA directs that the “defense articles” 
designated under its terms constitute the 
United States “Munitions List.” 22 U.S.C. 
§ 2778(a)(1). The Munitions List “is not a com-
pendium of specific controlled items,” rather it 
is a “series of categories describing the kinds 
of items” qualifying as “defense articles.” 
United States v. Zhen Zhou Wu, 711 F.3d 1, 12 
(1st Cir.) cert. denied sub nom. Yufeng Wei v. 
United States, ___ U.S. ___, 134 S. Ct. 365, 187 
L. Ed. 2d 160 (2013). Put another way, the 
Munitions List contains “attributes rather 
than names.” United States v. Pulungan, 569 
F.3d 326, 328 (7th Cir. 2009) (explaining “an 
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effort to enumerate each item would be futile,” 
as market is constantly changing). The term 
“defense articles” also specifically includes 
“technical data recorded or stored in any 
physical form, models, mockups or other items 
that reveal technical data directly relating to 
items designated in” the Munitions List. 22 
C.F.R. § 120.6 

A party unsure about whether a particular 
item is a “defense article” covered by the Mu-
nitions List may file a “commodity jurisdic-
tion” request with the DDTC. See 22 C.F.R. 
§ 120.4 (describing process). The regulations 
state the DDTC “will provide a preliminary 
response within 10 working days of receipt of 
a complete request for commodity jurisdic-
tion.” Id. § 120.4(e). If a final determination is 
not provided after 45 days, “the applicant may 
request in writing to the Director, Office of De-
fense Trade Controls Policy that this determi-
nation be given expedited processing.” Id.3 

 In short, the State Department contended: (1) the 
Published Files were potentially related to ITAR- 
controlled “technical data” relating to items on the 
USML; (2) posting ITAR-controlled files on the in- 
ternet for foreign nationals to download constitutes 
“export”; and (3) Defense Distributed therefore must 
obtain prior approval from the State Department be-
fore “exporting” those files. Defense Distributed com-
plied with the State Department’s request by taking 

 
 3 See Def. Distributed v. U.S. Dep’t of State, 121 F. Supp. 3d 
680, 687-88 (W.D. Tex. 2015). 
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down the Published Files and seeking commodity ju-
risdiction requests for them. It did eventually obtain 
approval to post some of the non-regulated files, but all 
of the Published Files continue to be shared online on 
third party sites like The Pirate Bay. 

 Since then, Defense Distributed has not posted 
any new files online. Instead, it is seeking prior ap-
proval from the State Department and/or DDTC before 
doing so, and it has not obtained such approval. The 
new files Defense Distributed seeks to share online in-
clude the CNC milling files required to produce an AR-
15 lower receiver with the Ghost Gunner and various 
other 3D printed weapons or weapon parts. 

 
District Court Proceedings 

 In the meantime, Defense Distributed and Second 
Amendment Foundation, Inc., sued the State Depart-
ment, seeking to enjoin them from enforcing the reg- 
ulations discussed above. Plaintiffs-Appellants argue 
that the State Department’s interpretation of the 
AECA, through the ITAR regulations, constitutes an 
unconstitutional prior restraint on protected First 
Amendment speech, to wit, the 3D printing and 
CNC milling files they seek to place online.4 They also 
claim violations of the Second and Fifth Amendments. 

 
 4 The State Department does not restrict the export of the 
Ghost Gunner machine itself or the user manual, only the specific 
CNC milling files used to produce the AR-15 lower receivers with 
it, as well as all 3D printing files used to produce prohibited weap-
ons and weapon parts. 
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Plaintiffs-Appellants’ challenges to the regulatory 
scheme are both facial and as applied, and they ulti-
mately seek a declaration that no prepublication ap-
proval is needed for privately generated unclassified 
information, whether or not that data may constitute 
“technical data” relating to items on the USML. 

 Plaintiffs-Appellants sought a preliminary injunc-
tion against the State Department, essentially seek- 
ing to have the district court suspend enforcement of 
ITAR’s prepublication approval requirement pending 
final resolution of this case. The district court denied 
the preliminary injunction, and Plaintiffs-Appellants 
timely filed this appeal. We review the denial of a pre-
liminary injunction for abuse of discretion, but we re-
view any questions of law de novo.5 

To obtain a preliminary injunction, the appli-
cant must show (1) a substantial likelihood 
that he will prevail on the merits, (2) a sub-
stantial threat that he will suffer irreparable 
injury if the injunction is not granted, (3) that 
his threatened injury outweighs the threat-
ened harm to the party whom he seeks to en-
join, and (4) that granting the preliminary 
injunction will not disserve the public in- 
terest. “We have cautioned repeatedly that a 
preliminary injunction is an extraordinary 
remedy which should not be granted unless 
the party seeking it has ‘clearly carried the 

 
 5 PCI Transp., Inc. v. Fort Worth & W. R. Co., 418 F.3d 535, 
545 (5th Cir. 2005) (footnotes omitted)  
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burden of persuasion’ on all four require-
ments.”6 

 We have long held that satisfying one requirement 
does not necessarily affect the analysis of the other re-
quirements. In Southern Monorail Co. v. Robbins & 
Myers, Inc., 666 F.2d 185 (5th Cir. Unit B 1982), for ex-
ample, the district court had denied a preliminary 
injunction solely because it found that the movant, 
Robbins & Myers, failed to satisfy the balance of harm 
requirement. On appeal, Robbins & Myers argued that 
it had clearly shown a substantial likelihood of success 
on the merits, and satisfying that requirement should 
give rise to a presumption of irreparable harm and a 
presumption that the balance of harm tipped in its fa-
vor. We disagreed: 

Because we dispose of this case on the balance 
of harm question, we need not decide and we 
express no views upon whether a presumption 
of irreparable injury as a matter of law is ap-
propriate once a party demonstrates a sub-
stantial likelihood of success on the merits of 
an infringement claim. In other words, even 
assuming arguendo that Robbins & Myers 
has shown a substantial likelihood of success 
on the merits of its infringement claim and 
that irreparable injury should be presumed 
from such a showing (two issues not ad-
dressed by the district court in this case), we 
still uphold the district court’s decision, which 
rested solely on the balance of harm factor. We 
agree that Robbins & Myers has failed to 

 
 6 Id. 
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carry its burden of showing that the threat-
ened harm to it from the advertisement out-
weighs the harm to Southern Monorail from 
the intercept. In addition, we expressly reject 
Robbins & Myers’ suggestion that we adopt a 
rule that the balance of harm factor should 
be presumed in the movant’s favor from a 
demonstration of a substantial likelihood of 
success on the merits of an infringement 
claim. Such a presumption of the balance of 
harm factor would not comport with the dis-
cretionary and equitable nature of the prelim-
inary injunction in general and of the balance 
of harm factor in particular. See Ideal Indus-
tries, Inc. v. Gardner Bender, Inc., 612 F.2d 
1018, 1026 (7th Cir. 1979), cert. denied, 447 
U.S. 924, 100 S. Ct. 3016, 65 L. Ed. 2d 1116 
(1980) (district court obligated to weigh rela-
tive hardship to parties in relation to decision 
to grant or deny preliminary injunction, even 
when irreparable injury shown).7 

 The district court concluded that the prelimi- 
nary injunction should be denied because Plaintiffs-
Appellants failed to satisfy the balance of harm and 
public interest requirements, which do not concern the 
merits. (Assuming without deciding that Plaintiffs- 
Appellants have suffered the loss of First and Second 
Amendment freedoms, they have satisfied the irrepa-
rable harm requirement because any such loss, however 
intangible or limited in time, constitutes irreparable 

 
 7 Id. at 187-88.  
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injury.8) In extensive dicta comprising nearly two-
thirds of its memorandum opinion, the district court 
also concluded that Plaintiffs-Appellants failed to 
show a likelihood of success on the merits. Plaintiffs-
Appellants timely appealed, asserting essentially the 
same arguments on appeal. Plaintiffs-Appellants con-
tinue to bear the burden of persuasion on appeal. 

 
Analysis 

 Because the district court held that Plaintiffs- 
Appellants only satisfied the irreparable harm re-
quirement, they may obtain relief on appeal only if 
they show that the district court abused its discretion 
on all three of the other requirements. The district 
court denied the preliminary injunction based on its 
finding that Plaintiffs-Appellants failed to meet the 
two non-merits requirements by showing that (a) the 
threatened injury to them outweighs the threatened 
harm to the State Department, and (b) granting the 
preliminary injunction will not disserve the public in-
terest. The court only addressed the likelihood of suc-
cess on the merits as an additional reason for denying 
the injunction. Because we conclude the district court 
did not abuse its discretion on its non-merits findings, 
we decline to address the merits requirement. 

 
 8 See Def. Distributed, 121 F. Supp. 3d at 689 (citing Elrod v. 
Burns, 427 U.S. 347, 373, 96 S. Ct. 2673, 49 L. Ed. 2d 547 (1976); 
Palmer v. Waxahachie Indep. Sch. Dist., 579 F.3d 502, 506 (5th Cir. 
2009); Ezell v. City of Chicago, 651 F.3d 684, 699 (7th Cir. 2011)). 
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 The crux of the district court’s decision is essen-
tially its finding that the government’s exceptionally 
strong interest in national defense and national secu-
rity outweighs Plaintiffs-Appellants’ very strong con-
stitutional rights under these circumstances. Before 
the district court, as on appeal, Plaintiffs-Appellants 
failed to give any weight to the public interest in na-
tional defense and national security, as the district 
court noted: 

Plaintiffs rather summarily assert the bal-
ance of interests tilts in their favor because 
“[I]t is always in the public interest to pre- 
vent the violation of a party’s constitutional 
rights.” Awad v. Ziriax, 670 F.3d 1111, 1132 
(10th Cir. 2012); see also Jackson Women’s 
Health Org. v. Currier, 760 F.3d 448, 458 n. 9 
(5th Cir. 2014) (district court did not abuse its 
discretion in finding injunction would not dis-
serve public interest because it will prevent 
constitutional deprivations).9 

 Ordinarily, of course, the protection of constitu-
tional rights would be the highest public interest at 
issue in a case. That is not necessarily true here, how-
ever, because the State Department has asserted a 
very strong public interest in national defense and na-
tional security. Indeed, the State Department’s stated 
interest in preventing foreign nationals – including all 
manner of enemies of this country – from obtaining 
technical data on how to produce weapons and weapon 
parts is not merely tangentially related to national 

 
 9 Id. at 689. 
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defense and national security; it lies squarely within 
that interest. 

 In the State Department’s interpretation, its ITAR 
regulations directly flow from the AECA and are the 
only thing preventing Defense Distributed from “ex-
porting” to foreign nationals (by posting online) prohib-
ited technical data pertaining to items on the USML. 
Plaintiffs-Appellants disagree with the State Depart-
ment’s interpretation, but that question goes to the 
merits. 

 Because Plaintiffs-Appellants’ interest in their 
constitutional rights and the State Department’s inter-
est in national defense and national security are both 
public interests, the district court observed that “[i]n 
this case, the inquiry [on these two requirements] es-
sentially collapses.”10 It reasoned: 

While Plaintiffs’ assertion of a public interest 
in protection of constitutional rights is well-
taken, it fails to consider the public’s keen 
interest in restricting the export of defense ar-
ticles. See Winter v. Natural Res. Def. Council, 
Inc., 555 U.S. 7, 24-25, 129 S. Ct. 365, 172 
L. Ed. 2d 249 (2008) (discussing failure of dis-
trict court to consider injunction’s adverse im-
pact on public interest in national defense); 
Am. Civil Liberties Union v. Clapper, 785 
F.3d 787, 826 (2nd Cir. 2015) (characterizing 
maintenance of national security as “public 
interest of the highest order”). It also fails to 
account for the interest – and authority – of 

 
 10 Id. 
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the President and Congress in matters of for-
eign policy and export. See Haig v. Agee, 453 
U.S. 280, 292, 101 S. Ct. 2766, 69 L. Ed. 2d 640 
(1981) (matters relating to conduct of foreign 
relations “are so exclusively entrusted to the 
political branches of government as to be 
largely immune from judicial inquiry or inter-
ference”); United States v. Pink, 315 U.S. 203, 
222-23, 62 S. Ct. 552, 86 L. Ed. 796 (1942) 
(conduct of foreign relations “is committed 
by the Constitution to the political depart-
ments of the Federal Government”); Spectrum 
Stores, Inc. v. Citgo Petroleum Corp., 632 F.3d 
938, 950 (5th Cir. 2011) (matters implicating 
foreign relations and military affairs gener-
ally beyond authority of court’s adjudicative 
powers). 

As to Plaintiff ’s second contention, that an in-
junction would not bar Defendants from con-
trolling the export of classified information, 
it is significant that Plaintiffs maintain the 
posting of files on the Internet for free down-
load does not constitute “export” for the pur-
poses of the AECA and ITAR. But Defendants 
clearly believe to the contrary. Thus, Plaintiffs’ 
contention that the grant of an injunction per-
mitting them to post files that Defendants 
contend are governed by the AECA and ITAR 
would not bar Defendants from controlling 
“export” of such materials stand in sharp [con-
trast] to Defendants’ assertion of the public 
interest. The Court thus does not believe 
Plaintiffs have met their burden as to the fi-
nal two prongs necessary for granting Plain-
tiffs a preliminary injunction. Nonetheless, in 
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an abundance of caution, the Court will turn 
to the core of Plaintiffs’ motion for a prelimi-
nary injunction, whether they have shown a 
likelihood of success on their claims[.]11 

 Plaintiffs-Appellants suggest the district court 
disregarded their paramount interest in protecting 
their constitutional rights. That is not so. The district 
court’s decision was based not on discounting Plain-
tiffs-Appellants’ interest but rather on finding that the 
public interest in national defense and national secu-
rity is stronger here, and the harm to the government 
is greater than the harm to Plaintiffs-Appellants. We 
cannot say the district court abused its discretion on 
these facts. 

 Because both public interests asserted here are 
strong, we find it most helpful to focus on the balance 
of harm requirement, which looks to the relative harm 
to both parties if the injunction is granted or denied. 
If we affirm the district court’s denial, but Plaintiffs- 
Appellants eventually prove they are entitled to a 
permanent injunction, their constitutional rights will 
have been violated in the meantime, but only tempo-
rarily. Plaintiffs-Appellants argue that this result is 
absurd because the Published Files are already avail-
able through third party websites such as the Pirate 
Bay, but granting the preliminary injunction sought 
by Plaintiffs-Appellants would allow them to share 
online not only the Published Files but also any new, 

 
 11 Id. at 689-90. 
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previously unpublished files. That leads us to the other 
side of the balance of harm inquiry. 

 If we reverse the district court’s denial and instead 
grant the preliminary injunction, Plaintiffs-Appellants 
would legally be permitted to post on the internet as 
many 3D printing and CNC milling files as they wish, 
including the Ghost Gunner CNC milling files for 
producing AR-15 lower receivers and additional 3D-
printed weapons and weapon parts. Even if Plaintiffs-
Appellants eventually fail to obtain a permanent 
injunction, the files posted in the interim would re-
main online essentially forever, hosted by foreign web-
sites such as the Pirate Bay and freely available 
worldwide. That is not a far-fetched hypothetical: the 
initial Published Files are still available on such sites, 
and Plaintiffs-Appellants have indicated they will 
share additional, previously unreleased files as soon as 
they are permitted to do so. Because those files would 
never go away, a preliminary injunction would func-
tion, in effect, as a permanent injunction as to all files 
released in the interim. Thus, the national defense and 
national security interest would be harmed forever. 
The fact that national security might be permanently 
harmed while Plaintiffs-Appellants’ constitutional 
rights might be temporarily harmed strongly supports 
our conclusion that the district court did not abuse its 
discretion in weighing the balance in favor of national 
defense and national security. 

 In sum, we conclude that the district court did not 
abuse its discretion in denying Plaintiffs-Appellants’ 
preliminary injunction based on their failure to carry 
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their burden of persuasion on two of the three non-
merits requirements for preliminary injunctive relief, 
namely the balance of harm and the public interest. We 
therefore affirm the district court’s denial and decline 
to reach the question of whether Plaintiffs-Appellants 
have demonstrated a substantial likelihood of success 
on the merits.12 

 
 12 The dissent disagrees with this opinion’s conclusion that 
the balance of harm and public interest factors favor the State 
Department such that Plaintiffs-Appellants’ likelihood of success 
on the merits could not change the outcome. The dissent argues 
that we “should have held that the domestic internet publication” 
of the technical data at issue presents no “immediate danger to 
national security, especially in light of the fact that many of these 
files are now widely available over the Internet and that the world 
is awash with small arms.” 
 We note the following: (1) If Plaintiffs-Appellants’ publication 
on the Internet were truly domestic, i.e., limited to United States 
citizens, there is no question that it would be legal. The ques- 
tion presented in this case is whether Plaintiffs-Appellants may 
place such files on the Internet for unrestricted worldwide down-
load. (2) This case does not concern only the files that Plaintiffs-
Appellants previously made available online. Plaintiffs-Appellants 
have indicated their intent to make many more files available for 
download as soon as they are legally allowed to do so. Thus, the 
bulk of the potential harm has not yet been done but could be if 
Plaintiffs-Appellants obtain a preliminary injunction that is later 
determined to have been erroneously granted. (3) The world may 
be “awash with small arms,” but it is not yet awash with the abil-
ity to make untraceable firearms anywhere with virtually no tech-
nical skill. For these reasons and the ones we set out above, we 
remain convinced that the potential permanent harm to the State 
Department’s strong national security interest outweighs the po-
tential temporary harm to Plaintiffs-Appellants’ strong First 
Amendment interest. 
 As to the dissent’s extensive discussion of Plaintiffs-Appellants’ 
likelihood of success on the merits of the First Amendment issue,  
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 We are mindful of the fact that the parties and 
the amici curiae in this case focused on the merits, and 
understandably so. This case presents a number of 
novel legal questions, including whether the 3D print-
ing and/or CNC milling files at issue here may consti-
tute protected speech under the First Amendment, the 
level of scrutiny applicable to the statutory and regu-
latory scheme here, whether posting files online for 
unrestricted download may constitute “export,” and 
whether the ITAR regulations establish an impermis-
sible prior restraint scheme. These are difficult ques-
tions, and we take no position on the ultimate outcome 
other than to agree with the district court that it is not 
yet time to address the merits. 

 On remand, the district court eventually will have 
to address the merits, and it will be able to do so with 
the benefit of a more fully developed record. The ami-
cus briefs submitted in this case were very helpful and 
almost all supported Plaintiffs-Appellants’ general po-
sition. Given the importance of the issues presented, 
we may only hope that amici continue to provide input 
into the broader implications of this dispute. 

   

 
we take no position. Even a First Amendment violation does not 
necessarily trump the government’s interest in national defense. 
We simply hold that Plaintiffs-Appellants have not carried their 
burden on two of the four requirements for a preliminary injunc-
tion: the balance of harm and the public interest. 
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Conclusion 

 For the reasons set out above, we conclude that the 
district court did not abuse its discretion by denying 
the preliminary injunction on the non-merits require-
ments. AFFIRMED. 

 
JONES, Circuit Judge, dissenting: 

 This case poses starkly the question of the national 
government’s power to impose a prior restraint on 
the publication of lawful, unclassified, not-otherwise- 
restricted technical data to the Internet under the 
guise of regulating the “export” of “defense articles.” I 
dissent from this court’s failure to treat the issues 
raised before us with the seriousness that direct 
abridgements of free speech demand. 

 
I. 

 From late 2012 to early 2013, plaintiff Defense 
Distributed posted on the Internet, free of charge, tech-
nical information including computer assisted design 
files (CAD files) about gun-related items including 
a trigger guard, two receivers, an ArmaLite Rifle-15 
magazine,1 and a handgun named “The Liberator.” 
None of the published information was illegal, clas- 
sified for national security purposes, or subject to 

 
 1 The ArmaLite Rifle, design 15 is rifle platform commonly 
abbreviated AR-15, a registered trademark of Colt’s Inc. AR-15, 
Registration No. 0,825,581. 
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contractual or other distribution restrictions. In these 
respects the information was no different from tech-
nical data available through multiple Internet sources 
from widely diverse publishers. From scientific discus-
sions to popular mechanical publications to personal 
blog sites, information about lethal devices of all sorts, 
or modifications to commercially manufactured fire-
arms and explosives, is readily available on the Inter-
net. 

 What distinguished Defense Distributed’s infor-
mation at that time, however, was its computer files 
designed for 3D printer technology that could be used 
to “print” parts and manufacture, with the proper 
equipment and know-how, a largely plastic single-shot 
handgun. The Liberator technology drew considerable 
press attention2 and the relevant files were down-
loaded “hundreds of thousands of times.” In May 2013, 
Defense Distributed received a warning letter from the 
U.S. State Department stating in pertinent part: 

DDTC/END is conducting a review of tech-
nical data made publicly available by Defense 
Distributed through its 3D printing website, 
DEFCAD.org, the majority of which appear to 
be related to items in Category I of the USML. 
Defense Distributed may have released ITAR-
controlled technical data without the required 
prior authorization from the Directorate of 

 
 2 According to Defense Distributed, the Liberator files were 
covered, inter alia, by Forbes, CNN, NBC News, and the Wall 
Street Journal. 
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Defense Trade Controls (DDTC), a violation of 
the ITAR. 

Pursuant to § 127.1 of the ITAR, it is unlawful 
to export any defense article or technical data 
for which a license or written approval is re-
quired without first obtaining the required 
authorization from the DDTC. Please note 
that disclosing (including oral or visual dis- 
closure) or transferring technical data to a 
foreign person, whether in the United States 
or abroad, is considered an export under 
§ 120.17 of the ITAR. 

The letter then advised Defense Distributed that it 
must “remove [its information] from public access” im-
mediately, pending its prompt request for and receipt 
of approval from DDTC. 

 In a nearly forty-year history of munitions “ex-
port” controls, the State Department had never sought 
enforcement against the posting of any kind of files on 
the Internet. Because violations of the cited regula-
tions carry severe civil and criminal penalties,3 De-
fense Distributed had no practical choice but to remove 
the information and seek approval to publish from 
DDTC. It took the government entities two years to re-
fuse to exempt most of the files from the licensing re-
gime. 

 
 3 Fines may exceed a million dollars and imprisonment, for 
violations premised on specific intent to violate, up to twenty 
years. 28 U.S.C. § 2778(c); United States v. Covarrubias, 94 F.3d 
172 (5th Cir. 1996).  
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 Defense Distributed filed suit in federal court to 
vindicate, inter alia, its First Amendment right to pub-
lish without prior restraint4 and sought the customary 
relief of a temporary injunction to renew publication. 
This appeal stems from the district court’s denial of 
relief. Undoubtedly, the denial of a temporary injunc-
tion in this case will encourage the State Department 
to threaten and harass publishers of similar non- 
classified information. There is also little certainty 
that the government will confine its censorship to In-
ternet publication. Yet my colleagues in the majority 
seem deaf to this imminent threat to protected speech. 
More precisely, they are willing to overlook it with a 
rote incantation of national security, an incantation 
belied by the facts here and nearly forty years of con-
trary Executive Branch pronouncements. 

 This preliminary injunction request deserved our 
utmost care and attention. Interference with First 
Amendment rights for any period of time, even for 
short periods, constitutes irreparable injury. Elrod v. 
Burns, 427 U.S. 347, 373, 96 S. Ct. 2673, 2690 (1976) 
(citing New York Times Co. v. United States, 403 U.S. 
713, 91 S. Ct. 2140 (1971)); Opulent Life Church v. City 
of Holly Springs, Miss., 697 F.3d 279, 295-97 (5th Cir. 

 
 4 To simplify discussion, I refer to Defense Distributed as the 
plaintiff, but it is joined in litigation by the Second Amendment 
Foundation, and its arguments are adopted and extended by nu-
merous amici curiae. Believing that the deprivation of a merits 
opinion is most critical to Defense Distributed’s First Amendment 
claim, I do not discuss the plaintiffs’ other non-frivolous claims 
premised on ultra vires, the Second Amendment and procedural 
due process. 
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2012). Defense Distributed has been denied publica-
tion rights for over three years. The district court, 
moreover, clearly erred in gauging the level of consti-
tutional protection to which this speech is entitled: 
intermediate scrutiny is inappropriate for the content-
based restriction at issue here. (Why the majority is 
unwilling to correct this obvious error for the sake of 
the lower court’s getting it right on remand is a mys-
tery). 

 The district court’s mischaracterization of the 
standard of scrutiny fatally affected its approach to the 
remaining prongs of the test for preliminary injunctive 
relief. Without a proper assessment of plaintiff ’s like-
lihood of success on the merits – arguably the most 
important of the four factors necessary to grant a pre-
liminary injunction, Tesfamichael v. Gonzales, 411 F.3d 
169, 176 (5th Cir. 2005) – the district court’s balancing 
of harms went awry.5 We should have had a panel dis-
cussion about the government’s right to censor Defense 
Distributed’s speech. 

 
 5 See Tex. v. Seatrain Int’l, S.A., 518 F.2d 175, 180 (5th Cir. 
1975) (“none of the four prerequisites has a fixed quantitative 
value. Rather, a sliding scale is utilized, which takes into account 
the intensity of each in a given calculus.”). Southern Monorail Co. 
v. Robbins & Myers, Inc., 666 F.2d 185 (5th Cir. 1982), is the only 
case relied upon by the majority for the proposition that we may 
dispense with addressing the likelihood of success on the merits 
if we conclude that the parties have not satisfied one of the other 
elements of the test for granting a preliminary injunction. That 
case is distinguishable. First, Southern Monorail was a private 
action concerning trademark infringement, not a case involving a 
claim of the invasion of constitutional rights by the federal gov-
ernment. See id. at 185-86. Second, “the district court denied the  
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 Since the majority are close to missing in action, 
and for the benefit of the district court on remand, I 
will explain why I conclude that the State Depart-
ment’s application of its “export” control regulations 
to this domestic Internet posting appears to violate 
the governing statute, represents an irrational inter-
pretation of the regulations, and violates the First 
Amendment as a content-based regulation and a prior 
restraint. 

 
II. 

A. Regulatory Framework 

 The Arms Export Control Act of 1976 (“AECA”) au-
thorizes the President to “control the import and the 
export of defense articles and defense services.” 22 
U.S.C. § 2778(a)(1). The President “is authorized to 
designate those items which shall be considered as de-
fense articles and defense services . . . and to promul-
gate regulations for the import and export of such 
articles and services.” Id. “The items so designated 
shall constitute the United States Munitions List.” 
Id. The statute does not define “export,” but “defense 
items” includes defense articles, defense services “and 
related technical data.” 22 U.S.C. § 2778( j)(4)(A). 

 
injunction solely on the basis of the third factor, concerning the 
balance of harm.” Id. at 186 (emphasis added). In this case, by 
contrast, the district court addressed each of the preliminary in-
junction factors, thus allowing us to consider its resolution of each 
factor. 
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 In response to this directive, the State Depart-
ment promulgated the International Traffic in Arms 
Regulations (“ITAR”), which contain the United States 
Munitions List (“USML”). 22 C.F.R. § 121.1. The USML 
enumerates a vast array of weaponry, ammunition, 
and military equipment including, for present pur-
poses, “firearms,” defined as “[n]onautomatic and 
semi-automatic firearms to caliber .50 inclusive,” 22 
C.F.R. § 121.1, Category I, item (a). 

 The USML also broadly designates “technical 
data” relating to firearms as subject to the ITAR. 22 
C.F.R. § 121.1, Category I, item (i). “Technical data” en-
compass any information “which is required for the de-
sign, development, production, manufacture, assembly, 
operation, repair, testing, maintenance or modification 
of defense articles including “information in the form 
of blueprints, drawings, photographs, plans, instruc-
tions or documentation.” 22 C.F.R. § 120.10(a)(1). 

 Notably excepted from “technical data” is infor-
mation concerning general scientific, mathematical, or 
engineering principles commonly taught in schools, 
colleges, and universities, or information in the public 
domain.” 22 C.F.R. § 120.10(b). Further, the “public 
domain” covers “information which is published and 
which is generally accessible or available to the public” 
through newsstands, bookstores, public libraries, con-
ferences, meetings, seminars, trade shows, and “fun- 
damental research in science and engineering at 
accredited institutions of higher learning in the U.S. 
where the resulting information is ordinarily published 



27a 

 

and shared broadly in the scientific community.” 22 
C.F.R. § 120.11(a).6 

 Under the ITAR it is unlawful to “export or at-
tempt to export from the United States any defense ar-
ticle or technical data” without first obtaining a license 
or written approval from the Directorate of Defense 
Trade Controls (“DDTC”), a division of the State De-
partment. 22 C.F.R. § 127.1(a)(1). When Defense Dis-
tributed published technical data on the Internet, the 
State Department defined “export” broadly, as, inter 
alia, “[d]isclosing (including oral or visual disclosure) 
or transferring technical data to a foreign person, 
whether in the United States or abroad.” 22 C.F.R. 
§ 120.17(a)(4).7 

 
 6 This provision only appears to permit dissemination of in-
formation already in the public domain. Indeed, the State Depart-
ment has explicitly taken the position in this litigation and in a 
June 2015 Notice of Proposed Rulemaking that an individual 
wishing to place technical data in the public domain must obtain 
State Department approval. 80 Fed. Reg. at 31,528. The State De-
partment has proposed, but has not yet adopted, a rule to make 
this distinction more explicit. See id. 
 7 Effective September 1, 2016, however, the State Depart-
ment has amended that provision, now defining an export as, 
“[r]eleasing or otherwise transferring technical data to a foreign 
person in the United States.” Id. § 120.17(a)(2); see also Interna-
tional Traffic in Arms: Revisions to Definition of Export and Re-
lated Definitions, 81 Fed. Reg. 35,611, 35,616 (June 3, 2016). 
Moreover, in June 2015, the State Department issued a Notice of 
Proposed Rulemaking, which proposed adding to the term “ex-
port” “[m]aking technical data available via a publicly available 
network (e.g., the Internet).” This, of course, is the open-ended def-
inition of “export” urged by the State Department in this litiga-
tion. See International Traffic in Arms: Revisions to Definitions of  
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 In order to resolve doubts about whether an “ex-
port” is covered by ITAR, parties may request a “com-
modity jurisdiction” determination from the DDTC, 
which will determine each request on a “case-by-case 
basis,” 22 C.F.R. § 120.4(a), taking into account “the 
form and fit of the article; and [t]he function and per-
formance capability of the article.” 22 C.F.R. § 120.4 
(d)(2)(i)-(ii). 

 The commodity jurisdiction process could, in the-
ory, be avoided if the particular export is exempt from 
the DDTC process. 22 C.F.R. § 125.4. As relevant here, 
“[t]echnical data approved for public release (i.e., un-
limited distribution) by the cognizant U.S. Government 
department or agency or Office of Freedom of Infor-
mation and Security Review” is exempt from the 
DDTC approval process. 22 C.F.R. § 125.4(b)(13). Un-
der this rubric, the Defense Office of Prepublication 
and Security Review (“DOPSR”), housed in the Depart-
ment of Defense’s Defense Technical Information Cen-
ter, “is responsible for managing the Department of 
Defense security review program, [and] reviewing 
written materials both for public and controlled re-
lease.” Defense Office of Prepublication and Security 
Review (DOPSR), EXECUTIVE SERVS. DIRECTORATE 
ONLINE, http://www.dtic.mil/whs/esd/osr/ (last visited 
Aug. 22, 2016). The plaintiff ’s experience suggests 

 
Defense Services, Technical Data, and Public Domain, 80 Fed. 
Reg. 31,525, 31,535 (proposed June 3, 2015). The Notice advised 
that the State Department intends to address that definition in a 
separate rulemaking and for now allows the “existing ITAR con-
trols [to] remain in place.” 81 Fed. Reg. at 35,613. 
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that, in practice, DOPSR will not act on requests for 
exemptions concerning items not clearly subject to the 
ITAR until DDTC issues a commodity jurisdiction de-
termination. 

 The DDTC is required to provide a final com- 
modity jurisdiction determination within 45 days of a 
commodity jurisdiction request, but if it is not then re-
solved, an applicant may request expedited processing. 
22 C.F.R. § 120.4(e). The DDTC has been criticized by 
the Government Accountability Office and the Office of 
Inspector General for routinely failing to meet dead-
lines. In this case, it took nearly two years for DDTC to 
rule on the plaintiff ’s commodity jurisdiction applica-
tions. Although an applicant may appeal an unfavor- 
able commodity jurisdiction determination within the 
State Department, Id. § 120.4(g), Congress has ex-
cluded from judicial review the agency’s discretionary 
decisions in “designat[ing] . . . items as defense articles 
or defense services.” 22 U.S.C. § 2778(h); 22 C.F.R. 
§ 128.1.8 

 
 8 While 22 U.S.C. § 2778(h) withholds judicial review as 
noted, 22 C.F.R. § 128.1 purports more broadly to preclude judicial 
review over the Executive’s implementation of the AECA under 
the Administrative Procedure Act. I would construe these provi-
sions narrowly to avoid difficult questions that might arise were 
the Government to take the position that these provisions prevent 
judicial review for all claims, including those founded on the Con-
stitution. See Kirby Corp v. Pena, 109 F.3d 258, 261 (5th Cir. 1997) 
(“There is a strong presumption that Congress intends there to be 
judicial review of administrative agency action . . . and the gov-
ernment bears a ‘heavy burden’ when arguing that Congress 
meant to withdraw all judicial review.”); Dart v. United States, 848 
F.2d 217, 221 (D.C. Cir. 1988) (“If the wording of a preclusion  
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 Should the DDTC determine, as here, that tech-
nical data are subject to the ITAR, an “export” license 
is required before the information may be posted 
online. But the license may be denied whenever the 
State Department “deems such action to be in further-
ance of world peace, the national security of the United 
States, or is otherwise advisable.” 22 C.F.R. § 126.7(a)(1). 
There is a nominal 60-day deadline for a licensing de-
cision, which is riddled with exceptions, and denial of 
an export license is expressly exempt from judicial re-
view. See 22 C.F.R. § 128.1. 

 I would hardly deny that the Department of Jus-
tice has good grounds for prosecuting attempts to 
export weapons and military technology illegally to 
foreign actors. Previous prosecutions have targeted 
defendants, e.g., who attempted to deliver WMD mate-
rials to North Korea, who sought to distribute drone 
and missile schematics to China, and who attempted 
to license chemical purchasing software to companies 
owned by the Iranian government.9 Defense Distrib-
uted agrees, moreover, that the Government may 

 
clause is less than absolute, the presumption of judicial review 
also favors a particular category of plaintiffs’ claims.”); Cuozzo 
Speed Techs., LLC v. Lee, 136 S. Ct. 2131, 2142 (2016) (Agency 
“shenanigans” are “properly reviewable . . . under the Administra-
tive Procedure Act, which enables reviewing courts to set aside 
agency action that is contrary to constitutional right, in excess 
of statutory jurisdiction, or arbitrary [and] capricious.”) (internal 
quotations omitted). 
 9 See DEPARTMENT OF JUSTICE, SUMMARY OF MAJOR U.S. EX-

PORT ENFORCEMENT, ECONOMIC ESPIONAGE, TRADE SECRET AND 
EMBARGO-RELATED CRIMINAL CASES (January 2009 to the present: 
updated August 12, 2015) 3, 11, 86 (2015), available at https://  
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prosecute individuals who email classified technical 
data to foreign individuals or directly assist foreign ac-
tors with technical military advice. See, e.g., United 
States v. Edler Industries, Inc., 579 F.2d 516 (9th Cir. 
1978), construing prior version of AECA. Yet, as plain-
tiff points out, at the time that DDTC stifled Defense 
Distributed’s online posting, there were no publicly 
known enforcement actions in which the State Depart-
ment purported to require export licenses or prior ap-
proval for the domestic posting of lawful, unclassified, 
not-otherwise-restricted information on the Internet. 

 While Defense Distributed has been mired in this 
thicket of regulation, the CAD files that it published 
continue to be available to the international public to 
this day on websites such as the Pirate Bay. Moreover, 
technology has not stood still: design files are now 
available on the Internet for six- and eight-shot hand-
guns that can be produced with 3D printing largely out 
of plastic materials. See, e.g., Scott J. Grunewald, “The 
World’s First Fully Printed Revolver is Here”, 3DPrint-
Board.com (Nov. 23, 2015) (site visited 9/14/2016). 

 
B. Discussion 

 As applied to Defense Distributed’s publication of 
technical data, the State Department’s prepublication 
approval and license scheme lacks statutory and regu-
latory authorization and invades the plaintiff ’s First 
Amendment rights because it is both a content-based 

 
www.pmddtc.state.gov/compliance/documents/OngoingExportCase 
FactSheet.pdf.  
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regulation that fails strict scrutiny and an unconstitu-
tional prior restraint on protected speech.10 

 
1. The Statute and its Regulatory Interpretation. 

 Whether AECA itself, concerned with the “export” 
of defense article related technical data, authorizes 
prepublication censorship of domestic publications on 
the Internet is at least doubtful. Further, construing 
the State Department’s regulations for such a purpose 
renders them incoherent and unreasonable. 

 It is necessary first to analyze the statute under 
which the State Department presumed to enact its reg-
ulations and, under the first prong of Chevron analysis, 
what the statute means.11 The term “export” is not de-
fined in the AECA, is not a term of legal art, and is not 
ambiguous. Under standard canons of statutory con-
struction, “export” should bear its most common mean-
ing. According to dictionaries, the verb “export” means 
“to ship (commodities) to other countries or places for 
sale, exchange, etc.” United States v. Ehsan, 163 F.3d 
855, 859 (4th Cir. 1998) (citing The Random House 
Dictionary of the English Language 682 (2d ed.1987)); 

 
 10 For simplicity only, I do not here address plaintiffs’ vague-
ness claim. 
 11 It is hard to say whether the State Department’s interpre-
tation of AECA should be analyzed under Chevron, U.S.A., Inc. v. 
Nat. Res. Def. Council, Inc., 467 U.S. 837, 842, 104 S. Ct. 2778, 2781 
(1984) or United States v. Mead Corp., 533 U.S. 218, 227-28, 121 
S. Ct. 2164, 2171-72 (2001). I refer to Chevron analysis arguendo 
because it captures both the statute and the reasonableness of the 
regulations. 



33a 

 

Export, Black’s Law Dictionary (10th ed. 2014) (“To 
send, take, or carry (a good or commodity) out of the 
country; to transport (merchandise) from one country 
to another in the course of trade”); United States v. 
Dien Duc Huynh, 246 F.3d 734, 741 (5th Cir. 2001) 
(“Exportation occurs when the goods are shipped to 
another country”). As the court explained in Ehsan, 
which interpreted a Presidential proclamation ban-
ning “exportation” of goods or technology to Iran, 
“[t]hese definitions vary in specificity, but all make 
clear that exportation involves the transit of goods 
from one country to another for the purpose of trade.” 
Id. See also Swan v. Finch Co. v. United States, 190 U.S. 
143, 145 (1903) (the “legal notion . . . of exportation is 
a severance of goods from the mass of things belonging 
to this country with an intention of uniting them to 
things belonging to some foreign country or another”). 
As against a claim that the rule of lenity should apply, 
the Ehsam court explicitly held that “export” is unam-
biguous. Id. at 859-60 

 Given this construction of “export” by a fellow cir-
cuit court, we have no reason to hold that Congress de-
viated from the term’s plain meaning, particularly so 
significantly as to encompass the domestic publication 
on the Internet, without charge and therefore without 
any “trade,” of lawful, nonclassified, nonrestricted in-
formation. “Congress . . . does not alter the fundamen-
tal details of a regulatory scheme in vague terms or 
ancillary provisions – it does not, one might say, 
hide elephants in mouseholes.” King v. Burwell, 135 
S. Ct. 2480, 2495 (2015) (internal quotation omitted). 
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Pursuant to Chevron, where the meaning of a statute 
is plain, a federal agency has no warrant to act beyond 
the authority delegated by Congress. Chevron, U.S.A., 
Inc. v. Nat. Res. Def. Council, Inc., 467 U.S. 837, 842-43, 
104 S. Ct. 2778, 2781 (1984). The State Department’s 
briefing makes no effort to address the statutory lan-
guage, which must be read in light of established case 
law and the term’s ordinary meaning and the rule of 
constitutional avoidance. 

 This determination of the meaning of “export” un-
der Chevron step one would normally resolve the case. 
For the sake of argument, however, it is also clear that 
the State Department regulations fail the second step 
as well. Under the second step of Chevron analysis, 
they may be upheld only if they represent a “reasona-
ble” construction of the statute. Chevron, 467 U.S. at 
844, 104 S. Ct. at 2782. Defense Distributed and its 
amici challenge the regulations’ interpretation of “ex-
port” and the “public domain” exception to the defini-
tion of “technical data.” Although the majority opinion 
adopts the State Department’s litigating position that 
“export” refers only to publication on the Internet, 
where the information will inevitably be accessible to 
foreign actors, the warning letter to Defense Distrib-
uted cited the exact, far broader regulatory definition: 
“export” means “disclosing (including oral or visual 
disclosure) or transferring technical data to a foreign 
person, whether in the United States of [sic] abroad.” 
There is embedded ambiguity, and disturbing breadth, 
in the State Department’s discretion to prevent the 
dissemination (without an “export” license) of lawful, 
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non-classified technical data to foreign persons within 
the U.S. The regulation on its face, as applied to De-
fense Distributed, goes far beyond the proper statutory 
definition of “export.” 

 Even if “export” in AECA could bear a more capa-
cious interpretation, applying the State Department’s 
regulatory interpretation to the non-transactional 
publication of Defense Distributed’s files on the In- 
ternet is unreasonable. In terms of the regulations 
themselves, how this expansive definition of “export” 
interacts with the “public domain” exception is unclear 
at best. If any dissemination of information bearing on 
USML technical data to foreign persons within the 
U.S. is potentially an “export,” then facilitating domes-
tic publication of such information free of charge can 
never satisfy the “public domain” exception because 
newspapers, libraries, magazines, conferences, etc. 
may all be accessed by foreign persons. The State De-
partment’s ipse dixit that “export” is consistent with its 
own “public domain” regulation is incoherent and un-
reasonable. Even if these regulations are consistent, 
however, attempting to exclude the Internet from the 
“public domain,” whose definition does not currently 
refer to the Internet, is irrational and absurd. The In-
ternet has become the quintessential “public domain.” 
The State Department cannot have it both ways, 
broadly defining “export” to cover non-transactional 
publication within the U.S. while solely and arbitrarily 
excluding from the “public domain” exception the In-
ternet publication of Defense Distributed’s technical 
data. 
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 The root of the problem is that the State Depart-
ment’s litigating position and its regulations put more 
weight on “export” than any reasonable construction of 
the statute will bear. “Export” and “publication” are 
functionally different concepts. Cf. Bond, 134 S. Ct. at 
2090 (“[s]aying that a person ‘used a chemical weapon’ 
conveys a very different idea than saying the person 
‘used a chemical in a way that caused some harm.’ ” 
Not only does the State Department fail to justify ac-
cording its interpretation Chevron deference, but the 
doctrine of constitutional avoidance establishes that 
Chevron deference would be inappropriate anyway. 
That doctrine provides that “where an otherwise ac-
ceptable construction of a statute would raise serious 
constitutional problems, the Court will construe the 
statute to avoid such problems unless such construc-
tion is plainly contrary to the intent of Congress.” Ed-
ward J. DeBartolo Corp. v. Fla. Gulf Coast Bldg. & 
Constr. Trades Council, 485 U.S. 568, 575 (1988); see 
also id. at 574-75 (stating that although the agency in-
terpretation at issue “would normally be entitled to 
deference,” “[a]nother rule of statutory construction 
[constitutional avoidance] . . . is pertinent here”); see 
also Solid Waste Agency of N. Cook County v. United 
States Army Corps of Eng’rs, 531 U.S. 159, 174 (2001) 
(“We thus read the statute as written to avoid the sig-
nificant constitutional and federalism questions raised 
by respondents’ interpretation, and therefore reject the 
request for administrative deference.”). As the follow-
ing constitutional discussion shows, the Executive 
Branch has consistently recognized the conceptual 
difference between “export” and “publication”, and its 
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constitutional significance, throughout the forty-year 
history of the AECA. It is only the novel threatened en-
forcement in this case that brings to the fore the seri-
ous problems of censorship that courts are bound to 
address. 

 
2. The First Amendment – Content-based speech 

restriction. 

 “Content-based laws – those that target speech 
based on its communicative content – are presump-
tively unconstitutional and may be justified only if the 
government proves they are narrowly tailored to serve 
compelling state interests.” Reed v. Town of Gilbert, 
135 S. Ct. 2218, 2226 (2015). “Government regulation 
of speech is content-based if a law applies to particular 
speech because of the topic discussed or the idea or 
message expressed.” Id. at 2227. “A speech regulation 
targeted at specific subject matter is content based 
even if it does not discriminate among viewpoints 
within that subject matter:” consequently, even a view-
point neutral law can be content-based. Id. at 2230. 
“Strict scrutiny applies either when a law is content 
based on its face or when the purpose and justification 
for the law are content based.” Id. at 2228. 

 The prepublication review scheme at issue here 
would require government approval and/or licensing of 
any domestic publication on the Internet of lawful, 
non-classified “technical information” related to “fire-
arms” solely because a foreign national might view 
the posting. As applied to the publication of Defense 
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Distributed’s files, this process is a content-based re-
striction on the petitioners’ domestic speech “because 
of the topic discussed.” Reed, 135 S. Ct. at 2227. Partic-
ularly relevant to this case is Holder v. Humanitarian 
Law Proj., 561 U.S. 1, 27-28, 130 S. Ct. 2705, 2723-24 
(2010), in which the Supreme Court held that as ap-
plied, a criminal statute forbidding the provision of 
material support and resources to designated terrorist 
organizations was content based and required strict 
scrutiny review. The Court there rejected the govern-
ment’s assertion that although the plaintiffs were go-
ing to provide legal training and political advocacy to 
Mideast terrorist organizations, the statute criminal-
ized “conduct” and only incidentally affected “speech.” 
Rejecting this incidental burden argument for inter-
mediate scrutiny review, the Court stated the obvious: 
“[p]laintiffs want to speak to the PKK and the LTTE, 
and whether they may do so under § 2239B depends on 
what they say:” if their speech concerns “specialized 
knowledge” it is barred, but it [sic] “if it imparts only 
general or unspecialized knowledge” it is permissible). 
Humanitarian Law Proj., 130 S. Ct. at 2724. 

 The State Department barely disputes that computer-
related files and other technical data are speech pro-
tected by the First Amendment. See Universal City 
Studios, Inc. v. Corley, 273 F.3d 429, 445-49 (2d Cir. 
2001) (discussing level of scrutiny owed for “speech” in 
the form of a decryption computer program). There 
are CAD files on the Internet and designs, drawings, 
and technical information about myriad items – jew-
elry, kitchen supplies, model airplanes, or clothing, for 
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example – that are of no interest to the State Depart-
ment. Only because Defense Distributed posted tech-
nical data referring to firearms covered generically by 
the USML does the government purport to require pre-
publication approval or licensing. This is pure content-
based regulation.12 

 The Government’s argument that its regulatory 
scheme is content-neutral because it is focused on 
curbing harmful secondary effects rather than Defense 
Distributed’s primary speech is unpersuasive. The 
Supreme Court explained this distinction in Boos 
v. Barry, which overturned an ordinance restricting 
criticism of foreign governments near their embassies 

 
 12 The Ninth Circuit held in United States v. Mak that “the 
AECA and its implementing regulations are content-neutral” be-
cause “[t]he purpose of the AECA does not rest upon disagreement 
with the message conveyed,” and because “ITAR defines the tech-
nical data based on its function and not its viewpoint.” 683 F.3d 
1126, 1134-35 (9th Cir. 2012). Mak is distinguishable for a number 
of reasons. First, the defendant was prosecuted for attempting to 
export to the People’s Republic of China sensitive submarine tech-
nology loaded on unauthorized CDs and was arrested when he 
was carrying them aboard an international flight. Second, Mak 
was decided before Reed where the Supreme Court counseled that 
“[s]ome facial distinctions based on a message are obvious, defin-
ing regulated speech by particular subject matter, and others are 
more subtle, defining regulated speech by its function or purpose. 
Both are distinctions drawn based on the message a speaker con-
veys, and, therefore, are subject to strict scrutiny.” 135 S. Ct. at 
2230. Third, even if the case is analyzed as a content-based re-
striction, Mak’s prosecution falls comfortably within the tradi-
tional understanding of “export.” The government’s heightened 
interest in national security is evident, and the Court required 
the government to prove beyond a reasonable doubt that the tech-
nical information he was carrying was not in the public domain. 
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because it “focus[es] on the direct impact of speech on 
its audience.” Secondary effects of speech, as the Court 
understood, include “congestion, [ ] interference with 
ingress or egress, [ ] visual clutter, or [ ] the need to pro-
tect the security of embassies”, which are the kind of 
regulations that underlie Renton v. Playtime Theaters. 
485 U.S. 312, 321, 108 S. Ct. 1157, 1163-64 (1988). Sim-
ilarly, the regulation of speech here is focused on the 
“direct impact of speech on its audience” because the 
government seeks to prevent certain listeners – foreign 
nationals – from using the speech about firearms to 
create guns. 

 The State Department also asserts that the ITAR 
regulatory scheme is not content-based because the in-
formation here at issue is “functional,” that is, that 
downloading the Defense Distributed files directly en-
ables the creation of 3D printed gun and gun compo-
nents “at the push of a button.” This argument is 
flawed factually and legally. First, more than CAD (or 
CNC) files are involved in the information sought to be 
regulated by the State Department: its warning letter 
to Defense Distributed identified both “files” and “tech-
nical data,” which include design drawings, rendered 
images, and written manufacturing instructions. Sec-
ond, CAD files do not “direct a computer” to do any-
thing. As the amicus Electronic Frontier Foundation 
explains, “[T]o create a physical object based on a CAD 
file, a third party must supply additional software to 
read these files and translate them into the motions 
of a 3D print head, the 3D printer itself, and the neces-
sary physical materials.” The person must provide 
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know-how, tools and materials to assemble the printed 
components, e.g. treating some parts of the Liberator 
with acetone to render them functional. In effect, the 
“functionality” of CAD files differs only in degree from 
that of blueprints. Legally, this argument is an attempt 
to fit within the Corley case, referenced above, which 
concerned a computer program that by itself provided 
a “key” to open otherwise copyright-restricted online 
materials; those facts are far afield from the technical 
data speech at issue here. Corley, 273 F.3d at 449-55. 

 Because the regulation of Defense Distributed’s 
speech is content-based, it is necessary to apply strict 
scrutiny. The district court erred in applying the lower 
intermediate scrutiny standard. I would not dispute 
that the government has a compelling interest in en-
forcing the AECA to regulate the export of arms and 
technical data governed by the USML. The critical is-
sue is instead whether the government’s prepublica-
tion approval scheme is narrowly tailored to achieve 
that end. A regulation is not narrowly tailored if it is 
“significantly overinclusive.” Simon & Schuster, Inc. v. 
Members of N.Y. State Crime Victims Bd., 502 U.S. 105, 
121, 112 S. Ct. 501, 511 (1991). 

 “[S]ignificantly overinclusive,” however, aptly de-
scribes the Government’s breathtaking assertion of 
prepublication review and licensing authority as ap-
plied in this case. To prevent foreign nationals from 
accessing technical data relating to USML-covered 
firearms, the government seeks to require all domes- 
tic posting on the Internet of “technical data” to be 
pre-approved or licensed by the DDTC. No matter that 
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citizens have no intention of assisting foreign enemies 
directly, communications about firearms on webpages 
or blogs must be subject to prior approval on the theory 
that a foreign national might come across the speech. 
This flies in the face of Humanitarian Law Project. Al- 
though a statute prohibiting the provision of “material 
support and resources” to designated terrorist groups 
did not violate First Amendment rights where plain-
tiffs intended to directly assist specific terrorist or- 
ganizations, the Court “in no way suggest[ed] that a 
regulation of independent speech would pass constitu-
tional muster, even if the Government were to show 
that such speech benefits foreign terrorist organiza-
tions . . . [or] that Congress could extend the same pro-
hibition on material support at issue here to domestic 
organizations.” 561 U.S. at 36-39, 130 S. Ct. at 2729-30. 
The State Department’s ITAR regulations, as sought 
to be applied here, plainly sweep in and would control 
a vast amount of perfectly lawful speech. 

 Two exceptions to the regulations do not eliminate 
the problem of overinclusiveness. First, general scien-
tific, mechanical, or engineering principles taught in 
schools is deemed exempt from ITAR as information 
in the public domain. This exception does not, how- 
ever, appear to save from potential regulation and li-
censing the amateur gunsmith or hobby shooter who 
discusses technical information about the construction 
of firearms on an Internet webpage. Any information 
so shared is not necessarily “general scientific, me-
chanical, or engineering principles taught in schools.” 
Underscoring this problem, at oral argument the 
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government would not definitively answer whether the 
State Department would purport to regulate the post-
ing of such unclassified technical data that appeared 
in library books or magazines like Popular Mechanics. 

 Second, the State Department has taken the posi-
tion in this litigation that the “public domain” excep-
tion applies only to information already in the public 
domain. Its interpretation of the technical data reg- 
ulations would permit the DDTC to stifle online dis-
cussion of any innovations related to USML-covered 
firearms because new information would, by definition, 
not be in the public domain already. Amicus Reporters 
Committee for Freedom of the Press and the Thomas 
Jefferson Center for the Protection of Free Expression 
correctly expresses fear about journalists’ ability to re-
port, without DDTC approval, on the latest technolog-
ical innovations related to any items covered by the 
USML. 

 Lest this concern of overinclusiveness be per-
ceived as hyperbole, consider that in 2013, CNET pub-
lished an article containing an unredacted copy of a 
document detailing performance requirements for un-
manned U.S. military surveillance drones.13 Should 
CNET have applied for approval or a license from the 
DDTC prior to publication? The State Department’s in-
terpretation of the regulations could lead to that con-
clusion. See 22 C.F.R. § 121.1, Category VIII, item (i) 

 
 13 See Declan McCullagh, DHS Built Domestic Surveillance 
Tech into Predator Drones, CNET (Mar. 2, 2013, 11:30 AM), http:// 
www.cnet.com/news/dhs-built-domestic-surveillance-tech-into-predator- 
drones/. 
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(technical data related to aircraft and related articles). 
The USML-related technical discussed there (1) were 
“exported” because of their availability to foreign per-
sons by publication on the Internet, and (2) the “public 
domain” exception would be of no avail since the infor-
mation had not been in the public domain (narrowly 
defined to exclude the Internet) before publication in 
the CNET article. On the Government’s theory, jour-
nalists could be subject to the ITAR for posting articles 
online. 

 The State Department also asserts that, somehow, 
the information published by Defense Distributed 
would have survived regulatory scrutiny (query before 
or after submission to DDTC?) if the company had “ver-
ified the citizenship of those interested in the files, or 
by any other means adequate to ensure that the files 
are not disseminated to foreign nationals.” Govern-
ment brief at 20. Whatever this means, it is a ludicrous 
attempt to narrow the ambit of its regulation of In- 
ternet publications. Everyone knows that personally 
identifying information can be fabricated on electronic 
media. Equally troubling, if the State Department 
truly means what it says in brief about screening out 
foreign nationals, then the “public domain” exception 
becomes useless when applied to media like print pub-
lications and TV or to gatherings open to the public. 

 In sum, it is not at all clear that the State Depart-
ment has any concern for the First Amendment rights 
of the American public and press. Indeed, the State De-
partment turns freedom of speech on its head by as-
serting, “The possibility that an Internet site could also 
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be used to distribute the technical data domestically 
does not alter the analysis. . . .” The Government bears 
the burden to show that its regulation is narrowly tai-
lored to suit a compelling interest. It is not the public’s 
burden to prove their right to discuss lawful, non- 
classified, non-restricted technical data. As applied to 
Defense Distributed’s online publication, these over- 
inclusive regulations cannot be narrowly tailored and 
fail strict scrutiny. 

 
3. The First Amendment – Prior Restraint. 

 The Government’s prepublication approval and li-
censing scheme also fails to pass constitutional muster 
because it effects a prior restraint on speech. The clas-
sic description of a prior restraint is an “administrative 
[or] judicial order[ ] forbidding certain communications 
when issued in advance of the time that such commu-
nications are to occur.” Catholic Leadership Coalition 
of Tex. v. Reisman, 764 F.3d 409, 437 (5th Cir. 2014) 
(citing Alexander v. United States, 509 U.S. 544, 550, 
113 S. Ct. 2766, 2771 (1993)). The State Department’s 
prepublication review scheme easily fits the mold. 

 Though not unconstitutional per se, any system of 
prior restraint bears a heavy presumption of unconsti-
tutionality. FW/PBS, Inc. v. City of Dallas, 493 U.S. 215, 
225, 110 S. Ct. 596, 604 (1990). Generally, speech li-
censing schemes must avoid two pitfalls. First the 
licensors must not exercise excessive discretion. Cath-
olic Leadership Coalition, 764 F.3d at 437 (citing Lake-
wood v. Plain Dealer Publ’g Co., 486 U.S. 750, 757, 108 
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S. Ct. 2138, 2144 (1988)). “[N]arrowly drawn, reasona-
ble and definite standards” should guide the licensor 
in order to avoid “unbridled discretion” that might per-
mit the official to “encourag[e] some views and dis-
courag[e] others through the arbitrary application” of 
the regulation. Forsyth Cty., Ga. v. Nationalist Move-
ment, 505 U.S. 123, 133, 112 S. Ct. 2395, 2402-03 
(1992). 

 Second, content-based14 prior restraints must con-
tain adequate procedural protections. The Supreme 
Court has requires [sic] three procedural safeguards 
against suppression of protected speech by a censor-
ship board: (1) any restraint before judicial review oc-
curs can be imposed for only a specified brief period 
of time during which the status quo is maintained; 
(2) prompt judicial review of a decision must be avail-
able; and (3) the censor must bear the burdens of going 
to court and providing the basis to suppress the speech. 
N.W. Enters. v. City of Houston, 352 F.3d 162, 193-94 
(5th Cir. 2003) (citing Freedman v. Maryland, 380 U.S. 
51, 58-59, 85 S. Ct. 734, 739 (1965)). In sum, a court 
reviewing a system of prior restraint should examine 
“both the law’s procedural guarantees and the discre-
tion given to law enforcement officials.” G.K. Ltd. 
Travel v. City of Lake Oswego, 436 F.3d 1064, 1082 (9th 
Cir. 2006); see also East Brooks Books, Inc. v. Shelby 

 
 14 As described above, the ITAR regulation of posting to the 
Internet technical data related to USML-covered firearms is con-
tent-based. Thus, it is subject to the procedural requirements set 
forth in Freedman v. Maryland. 
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Cty., 588 F.3d 360, 369 (6th Cir. 2009); Weinberg v. City 
of Chi., 310 F.3d 1029, 1045 (7th Cir. 2002). 

 To the extent it embraces publication of non- 
classified, non-transactional, lawful technical data on 
the Internet, the Government’s scheme vests broad, 
unbridled discretion to make licensing decisions and 
lacks the requisite procedural protections. First, as ex-
plained above, the “export” regulations’ virtually un-
bounded coverage of USML-related technical data 
posted to the Internet, combined with the State De-
partment’s deliberate ambiguity in what constitutes 
the “public domain,” renders application of ITAR regu-
lations anything but “narrow, objective, and definite.” 
The stated standards do not guide the licensors to pre-
vent unconstitutional prior restraints. Shuttlesworth v. 
City of Birmingham, 394 U.S. 147, 151, 89 S. Ct. 935, 
938 (1969). The State Department’s brief actually touts 
the case-by-case nature of the determination whether 
to prevent Internet publication of technical data.15 

 In City of Lakewood v. Plain Dealer Publishing 
Co., for example, the Supreme Court held that a city 
ordinance insufficiently tailored the Mayor’s discretion 
to issue newspaper rack permits because “the ordi-
nance itself contains no explicit limits on the mayor’s 
discretion” and “nothing in the law as written requires 
the mayor to do more than make the statement ‘it is 

 
 15 Compounding confusion, the ITAR grant broad discretion 
to DDTC to deny an export license if it “deems such action to be 
in furtherance of world peace, the national security or the foreign 
policy of the United States, or is otherwise advisable.” 22 C.F.R. 
§ 126.7(a)(1) (emphasis added). 
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not in the public interest’ when denying a permit ap-
plication.” 486 U.S. at 769, 108 S. Ct. at 2150-51. Like 
the “illusory ‘constraints’ ” in Lakewood, id. at 769, the 
ITAR prepublication review scheme offers nothing but 
regulatory (or prosecutorial) discretion, as applied to 
the technical data at issue here, in lieu of objective 
standards. Reliance on the censor’s good faith alone, 
however, “is the very presumption that the doctrine 
forbidding unbridled discretion disallows.” Id. at 770. 
Cf. Humanitarian Law Project, 130 S. Ct. at 2728 (list-
ing numerous ways in which Congress had exhibited 
sensitivity to First Amendment concerns by limiting 
and clarifying a statute’s application and “avoid[ing] 
any restriction on independent advocacy, or indeed 
any activities not directed to, coordinated with, or con-
trolled by foreign terrorist groups”). 

 Just as troubling is the stark lack of the three re-
quired procedural protections in prior restraint cases. 
Where a commodity jurisdiction application is neces-
sary, the alleged 45-day regulatory deadline for such 
determinations seems to be disregarded in practice; 
nearly two years elapsed between Defense Distrib-
uted’s initial request and a response from the DDTC. 
Further, the prescribed time limit on licensing deci-
sions, 60 days, is not particularly brief. See Teitel Film 
Corp. v. Cusack, 390 U.S. 139, 141, 88 S. Ct. 754, 756 
(1968). 

 More fundamentally, Congress has withheld judi-
cial review of the State Department’s designation of 
items as defense articles or services. See 22 U.S.C. 
§ 2778(h); 22 C.F.R. § 128.1 (precluding judicial view of 
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the Executive’s implementation of the AECA under the 
APA). The withholding of judicial review alone should 
be fatal to the constitutionality of this prior restraint 
scheme insofar as it involves the publication of unclas-
sified, lawful technical data to the Internet. See City of 
Littleton, Colo. v. Z.J. Gifts D-4, LLC, 541 U.S. 774, 781, 
124 S. Ct. 2219, 2224 (2004) (noting that the Court’s 
decision in FW/PBS, Inc. v. City of Dallas, interpreting 
Freedman’s “judicial review” safeguard, requires “a 
prompt judicial decision,” as well as prompt access to 
the courts). And where judicial review is thwarted, it 
can hardly be said that DDTC, as the would-be censor, 
can bear its burden to go to court and support its ac-
tions. 

 
C. The Government’s Interest, Balancing the In-

terests 

 A brief discussion is necessary on the balancing of 
interests as it should have been done in light of the 
facts of this case. No one doubts the federal govern-
ment’s paramount duty to protect the security of our 
nation or the Executive Branch’s expertise in matters 
of foreign relations. Yet the Executive’s mere incanta-
tion of “national security” and “foreign affairs” inter-
ests do not suffice to override constitutional rights. The 
Supreme Court has long declined to permit the unsup-
ported invocation of “national security” to cloud the 
First Amendment implications of prior restraints. See 
New York Times Co. v. United States, 403 U.S. 713, 714, 
91 S. Ct. 2140, 2141 (1971) (reversing the grant of an 
injunction precluding the New York Times and the 
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Washington Post from publishing the Pentagon Papers, 
a classified study of United States involvement in 
Vietnam from 1945-1967); id. at 730 (Stewart, J., con-
curring) (noting that because he cannot say that dis-
closure of the Pentagon Papers “will surely result in 
direct, immediate, and irreparable damage to our Na-
tion or its people,” publication may not be enjoined con-
sonant with the First Amendment). Indeed, only the 
most exceptional and immediate of national security 
concerns allow a prior restraint on speech to remain in 
place: 

the protection as to previous restraint is not 
absolutely unlimited. But the limitation has 
been recognized only in exceptional cases. . . . 
[n]o one would question but that a govern-
ment might prevent actual obstruction to its 
recruiting service or the publication of sailing 
dates of transports or the number and lo- 
cation of troops. On similar grounds, the 
primary requirements of decency may be en-
forced against obscene publications. The secu-
rity of the community life may be protected 
against incitements to acts of violence and the 
overthrow by force of orderly government. 

Near v. Minnesota ex rel. Olson, 283 U.S. 697, 716, 
51 S. Ct. 625, 631 (1931); cf. Haig v. Agee, 453 U.S. 
280, 306-08, 101 S. Ct. 2766, 2781-82 (1981) (holding 
that the Secretary of State’s revocation of Haig’s pass-
port did not violate First Amendment rights because 
his actions exposing undercover CIA agents abroad 
threatened national security). No such exceptional cir-
cumstances have been presented in this case. Indeed, 
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all that the majority can muster to support the govern-
ment’s position here is that 

the State Department’s stated interest in pre-
venting foreign nationals – including manner 
of enemies of this country – from obtaining 
technical data on how to produce weapons and 
weapon parts is not merely tangentially re-
lated to national defense and national secu-
rity; it lies squarely within that interest. 

Neither the district court nor the State Department of-
fers anything else.16 With that kind of reasoning, the 
State Department could wholly eliminate the “public 
domain” and “scholarly” exceptions to the ITAR and 
require prepublication approval of all USML-related 
technical data. This is clearly not what the Supreme 
Court held in the Pentagon Papers or Near cases. See 
generally L.A. Powe, Jr., The H-Bomb Injunction, 61 
U.Colo.L.Rev. 55 (1990). 

 Without any evidence to the contrary, the court 
should have held that the domestic Internet publica-
tion of CAD files and other technical data for a 3D 
printer-enabled making of gun parts and the Liberator 
pistol presents no immediate danger to national secu-
rity, especially in light of the fact that many of these 
files are now widely available over the Internet and 
that the world is awash with small arms.17 

 
 16 The State Department notes the fear that a single-shot 
pistol undetectable by metal-sensitive devices could be used by 
terrorists. The Liberator, however, requires a metal firing pin. 
 17 The Government also vaguely asserts that imposing a 
prior restraint upon the domestic publication of the technical data  



52a 

 

 Further, the government’s pro-censorship position 
in this case contradicts the express position held 
within the Executive Branch for the nearly forty-year 
existence of the AECA. The State Department’s sudden 
turnabout severely undercuts its argument that pre-
publication review and licensing for the publication of 
unclassified technical data is justified by pressing na-
tional security concerns. Indeed, in the late 1970s and 
early 1980s, at the height of the Cold War, the Depart-
ment of Justice’s Office of Legal Counsel repeatedly 
offered written advice that a prepublication review 
process would raise significant constitutional ques-
tions and would likely constitute an impermissible 
prior restraint, particularly when applied to unclassi-
fied technical data disseminated by individuals who do 
not possess specific intent to deliver it to particular for-
eign nationals. Further, in a 1997 “Report on the Avail-
ability of Bombmaking Information,” the Department 
of Justice observed the widespread availability of 
bombmaking instructions on the Internet, in libraries, 
and in magazines. The Department of Justice then ar-
gued against government censorship, concluding that 
despite the distinct possibility that third parties 
can use bombmaking instructions to engage in illegal 
conduct, a statute “proscrib[ing] indiscriminately the 
dissemination of bombmaking information” would face 

 
here is justified to protect foreign relations with other countries 
that have more restrictive firearms laws than the United States. 
Inflicting domestic speech censorship in pursuit of globalist for-
eign relations concerns (absent specific findings and prohibitions 
as in Humanitarian Law Project) is dangerous and unprece-
dented.  
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First Amendment problems because the government 
may rarely prevent the dissemination of truthful infor-
mation.18 

 With respect to the ITAR’s regulation of “technical 
data,” DDTC’s director has taken the position in litiga-
tion that the State Department “does not seek to reg- 
ulate the means themselves by which information is 
placed in the public domain” and “does not review in 
advance scientific information to determine whether it 
may be offered for sale at newsstands and bookstores, 
through subscriptions, second-class mail, or made 
available at libraries open to the public, or distributed 
at a conference or seminar in the United States.” Sec-
ond Declaration of William J. Lowell Department of 
State Office of Defense Trade Controls at 11, Bernstein 
v. U.S. Dep’t of State, 945 F. Supp. 1279 (N.D. Cal. 
1996). Moreover, he added, “the regulations are not ap-
plied to establish a prepublication review requirement 
for the general publication of scientific information in 
the United States.” Id. 

 Finally, the State Department’s invocation of un-
specified national security concerns flatly contradicts 
its contention that while Defense Distributed’s very 
same technical data cannot be published on the Inter-
net, they may be freely circulated within the U.S. at 
conferences, meetings, trade shows, in domestic print 
publications and in libraries. (Of course, as above 
noted, the Government’s sincerity on this point is 

 
 18 DEPARTMENT OF JUSTICE, 1997 REPORT ON THE AVAILABILITY 
OF BOMBMAKING INFORMATION 3, 5-7, 19-29 (1997). 
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subject to doubt, based on the determined ambiguity of 
its litigating position.) After all, if a foreign national 
were to attend a meeting or trade show, or visit the li-
brary and read a book with such information in it, un-
der the Government’s theory, the technical data would 
have been “exported” just like the Internet posts, be-
cause it was “[d]isclos[ed] (including oral or visual dis-
closure) . . . to a foreign person . . . in the United States 
or abroad.” Id. § 120.17(a)(4). 

*** 

 By refusing to address the plaintiffs’ likelihood of 
success on the merits and relying solely on the Govern-
ment’s vague invocation of national security interests, 
the majority leave in place a preliminary injunction 
that degrades First Amendment protections and im-
plicitly sanctions the State Department’s tenuous and 
aggressive invasion of citizens’ rights. The majority’s 
non-decision here encourages case-by-case adjudica-
tion of prepublication review “requests” by the State 
Department that will chill the free exchange of ideas 
about whatever USML-related technical data the gov-
ernment chooses to call “novel,” “functional,” or “not 
within the public domain.” It will foster further stan- 
dardless exercises of discretion by DDTC censors. 

 Today’s target is unclassified, lawful technical 
data about guns, which will impair discussion about a 
large swath of unclassified information about firearms 
and inhibit amateur gunsmiths as well as journalists. 
Tomorrow’s targets may be drones, cybersecurity, or 
robotic devices, technical data for all of which may be 
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implicated on the USML. This abdication of our deci-
sionmaking responsibility toward the First Freedom is 
highly regrettable. I earnestly hope that the district 
court, on remand, will take the foregoing discussion to 
heart and relieve Defense Distributed of this censor-
ship. 
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APPENDIX B 

IN THE UNITED STATES DISTRICT COURT  
FOR THE WESTERN DISTRICT OF TEXAS  

AUSTIN DIVISION 
 
DEFENSE DISTRIBUTED,  
ET AL., 

    Plaintiffs, 

V. 

UNITED STATES  
DEPARTMENT OF  
STATE, ET AL., 

    Defendants. 

§ 
§ 
§ 
§ 
§ 
§ 
§ 
§ 
§ 
§ 

1-15-CV-372 RP 

 
ORDER  

(Filed Aug. 4, 2015) 

 Before the Court are Plaintiffs’ Motion for Prelim-
inary Injunction, filed May 11, 2015 (Clerk’s Dkt. #7), 
Memorandum of Points and Authorities in Support of 
Plaintiffs’ Motion for Preliminary Injunction, filed May 
11, 2015 (Clerk’s Dkt. #8) and the responsive pleadings 
thereto. The Court conducted a hearing on the motion 
on July 6, 2015. Having considered the motion, respon-
sive pleadings, record in the case, and the applicable 
law, the Court is of the opinion that Plaintiffs’ motion 
for a preliminary injunction should be denied. See FED. 
R. CIV. P. 65(b). 
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I. BACKGROUND 

 Plaintiffs Defense Distributed and the Second 
Amendment Foundation (“SAF”) bring this action 
against defendants the United States Department of 
State, Secretary of State John Kerry, the Directorate of 
Defense Trade Controls (“DDTC”), and employees of 
the DDTC in their official and individual capacities, 
challenging implementation of regulations governing 
the “export” of “defense articles.” 

 Under the Arms Export Control Act (“AECA”), “the 
President is authorized to control the import and the 
export of defense articles and defense services” and to 
“promulgate regulations for the import and export of 
such articles and services.” 22 U.S.C. § 2778(a)(1). The 
AECA imposes both civil and criminal penalties for vi-
olation of its provisions and implementing regulations, 
including monetary fines and imprisonment. Id. 
§ 2278(c) & (e). The President has delegated his au-
thority to promulgate implementing regulations to the 
Secretary of State. Those regulations, the Interna-
tional Traffic in Arms Regulation (“ITAR”), are in turn 
administered by the DDTC and its employees. 22 
C.F.R. 120.1(a). 

 The AECA directs that the “defense articles” des-
ignated under its terms constitute the United States 
“Munitions List.” 22 U.S.C. § 2278(a)(1). The Munitions 
List “is not a compendium of specific controlled items,” 
rather it is a “series of categories describing the kinds 
of items” qualifying as “defense articles.” United States 
v. Zhen Zhou Wu, 711 F.3d 1, 12 (1st Cir.) cert. denied 
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sub nom. Yufeng Wei v. United States, 134 S. Ct. 365 
(2013). Put another way, the Munitions List contains 
“attributes rather than names.” United States v. 
Pulungan, 569 F.3d 326, 328 (7th Cir. 2009) (explaining 
“an effort to enumerate each item would be futile,” as 
market is constantly changing). The term “defense ar-
ticles” also specifically includes “technical data rec-
orded or stored in any physical form, models, mockups 
or other items that reveal technical data directly relat-
ing to items designated in” the Munitions List. 22 
C.F.R. § 120.6 

 A party unsure about whether a particular item is 
a “defense article” covered by the Munitions List may 
file a “commodity jurisdiction” request with the DDTC. 
See 22 C.F.R. § 120.4 (describing process). The regula-
tions state the DDTC “will provide a preliminary re-
sponse within 10 working days of receipt of a complete 
request for commodity jurisdiction.” Id. § 120.4(e). If a 
final determination is not provided after 45 days, “the 
applicant may request in writing to the Director, Office 
of Defense Trade Controls Policy that this determina-
tion be given expedited processing.” Id. 

 According to Plaintiffs, Defense Distributed pub-
lishes files on the Internet as a means of fulfilling its 
primary missions to promote the right to keep and bear 
arms and to educate the public, as well as generating 
revenue. Specifically, in December 2012 Defense Dis-
tributed made available for free on the Internet pri-
vately generated technical information regarding a 
number of gun-related items (the “Published Files”). 
(Compl. ¶¶ 22-24). Plaintiffs allege that, on May 8, 
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2013, Defendants sent Defense Distributed a letter 
stating: 

DTCC/END is conducting a review of tech-
nical data made publicly available by Defense 
Distributed through its 3D printing website, 
DEFCAD.org, the majority of which appear  
to be related to items in Category I of the [Mu-
nitions List]. Defense Distributed may have 
released ITAR-controlled technical data with-
out the required prior authorization from  
the Directorate of Defense Trade Controls 
(DDTC), a violation of the ITAR. 

(Id. ¶ 25). 

 Plaintiffs state they promptly removed the Pub-
lished Files from the Internet. Further, per instruction 
in the May 2013 letter, Plaintiffs submitted commodity 
jurisdiction requests covering the Published Files on 
June 21, 2013. According to Plaintiffs, they have not 
received a response to the requests from Defendants. 
(Id. ¶¶ 26-29). 

 Plaintiffs further allege that, on September 25, 
2014, Defense Distributed sent a request for prepubli-
cation approval for public release of files containing 
technical information on a machine named the “Ghost 
Gunner” that can be used to manufacture a variety of 
items, including gun parts (the “Ghost Gunner Files”).1 

 
 1 According to Plaintiffs, Defendants identify the Depart-
ment of Defense Office of Prepublication Review and Security 
(“DOPSR”) as the government agency from which private persons 
must obtain prior approval for publication of privately generated 
technical information subject to ITAR control. (Compl. ¶ 28). 
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Following resubmission of the request, on April 13, 
2015, DDTC determined that the Ghost Gunner ma-
chine, including the software necessary to build and 
operate the Ghost Gunner machine, is not subject to 
ITAR, but that “software, data files, project files, cod-
ing, and models for producing a defense article, to in-
clude 80% AR-15 lower receivers, are subject to the 
jurisdiction of the Department of State in accordance 
with [ITAR].” (Id. ¶¶ 28-33). In addition, Plaintiffs al-
lege that since September 2, 2014, Defense Distributed 
has made multiple requests to DOPSR for prepublica-
tion review of certain computer-aided design (“CAD”) 
files. In December 2014, DOPSR informed Defense 
Distributed that it refused to review the CAD files. The 
DOPSR letter directed Defense Distributed to the 
DDTC Compliance and Enforcement Division for fur-
ther questions on public release of the CAD files. De-
fense Distributed has sought additional guidance on 
the authorization process, but to date, Defendants 
have not responded. (Id. ¶¶ 34-36). 

 Plaintiffs filed this action on April 29, 2015, rais-
ing five separate claims. Specifically, Plaintiffs assert 
that the imposition by Defendants of a prepublication 
approval requirement for “technical data” related to 
“defense articles” constitutes: (1) an ultra vires govern-
ment action; (2) a violation of their rights to free speech 
under the First Amendment; (3) a violation of their 
right to keep and bear arms under the Second Amend-
ment; and (4) a violation of their right to due process 
of law under the Fifth Amendment. Plaintiffs also  
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contend the violations of their constitutional rights en-
titled them to monetary damages under Bivens v. Six 
Unknown Named Agents of the Federal Bureau of Nar-
cotics, 403 U.S. 388 (1971). Plaintiffs now seek a pre-
liminary injunction enjoining the enforcement of any 
prepublication approval requirement against unclassi-
fied information under the ITAR, specifically including 
all files Defense Distributed has submitted for DOPSR 
review. The parties have filed responsive pleadings. 
The Court conducted a hearing on July 6, 2015 and the 
matter is now ripe for review. 

 
II. STANDARD OF REVIEW 

 A preliminary injunction is an extraordinary rem-
edy and the decision to grant a preliminary injunction 
is to be treated as the exception rather than the rule. 
Valley v. Rapides Parish Sch. Bd., 118 F.3d 1047, 1050 
(5th Cir. 1997). The party seeking a preliminary in-
junction may be granted relief only if the moving party 
establishes: (1) a substantial likelihood of success on 
the merits; (2) a substantial threat that failure to grant 
the injunction will result in irreparable injury; (3) that 
the threatened injury out-weighs any damage that the 
injunction may cause the opposing party; and (4) that 
the injunction will not disserve the public interest. See 
Hoover v. Morales, 146 F.3d 304, 307 (5th Cir.1998); 
Wenner v. Texas Lottery Comm’n, 123 F.3d 321, 325 (5th 
Cir. 1997); Cherokee Pump & Equip. Inc. v. Aurora 
Pump, 38 F.3d 246, 249 (5th Cir. 1994). To show a sub-
stantial likelihood of success, “the plaintiff must pre-
sent a prima facie case, but need not prove that he is 
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entitled to summary judgment.” Daniels Health Sci-
ences, L.L.C. v. Vascular Health Sciences, L.L.C., 710 
F.3d 579, 582 (5th Cir. 2013). See also Janvey v. Alguire, 
647 F.3d 585, 596 (5th Cir. 2011) (same, citing CHARLES 
ALAN WRIGHT, ARTHUR R. MILLER, MARY KAY KANE, 11A 
FEDERAL PRACTICE & PROCEDURE § 2948.3 (2d ed. 1995) 
(“All courts agree that plaintiff must present a prima 
facie case but need not show that he is certain to 
win.”)). The party seeking a preliminary injunction 
must clearly carry the burden of persuasion on all four 
requirements to merit relief. Mississippi Power & 
Light Co., 760 F.2d 618, 621 (5th Cir. 1985). 

 
III. ANALYSIS 

 Defendants maintain Plaintiffs have not estab-
lished any of the four requirements necessary to merit 
grant of a preliminary injunction. Plaintiffs, of course, 
disagree. The Court will briefly address the parties’ ar-
guments concerning the final three requirements be-
fore turning to the core, and dispositive question, 
whether Plaintiffs have shown a likelihood of success 
on the merits of their clairms [sic]. 

 
A. Injury and Balancing of Interests 

 Defendants suggest Plaintiffs’ contention that they 
face irreparable injuy [sic] absent immediate relief is 
rebutted by their delay in filing this lawsuit. However, 
the Supreme Court has stated that the “loss of First 
Amendment freedoms, for even minimal periods of 
time, unquestionably constitutes irreparable injury.” 
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Elrod v. Burns, 427 U.S. 347, 373 (1976); see also 
Palmer v. Waxahachie Indep. Sch. Dist., 579 F.3d 502, 
506 (5th Cir. 2009) (the “loss of First Amendment free-
doms for even minimal periods of time constitutes ir-
reparable injury justifying the grant of a preliminary 
injunction.”). The Second Amendment protects “simi-
larly intangible and unquantifiable interests” and a 
deprivation is thus considered irreparable. Ezell v. City 
of Chicago, 651 F.3d 684, 699 (7th Cir. 2011) (“for some 
kinds of constitutional violations, irreparable harm is 
presumed”). The Court thus has little trouble conclud-
ing Plaintiffs have shown they face a substantial 
threat of irreparable injury. 

 The Court has much more trouble concluding 
Plaintiffs have met their burden in regard to the final 
two prongs of the preliminary injunction inquiry. 
Those prongs require weighing of the respective inter-
ests of the parties and the public. Specifically, that the 
threatened injury out-weighs any damage that the in-
junction may cause the opposing party and that the in-
junction will not disserve the public interest. In this 
case, the inquiry essentially collapses because the in-
terests asserted by Defendants are in the form of pro-
tecting the public by limiting access of foreign 
nationals to “defense articles.” 

 Plaintiffs rather summarily assert the balance of 
interests tilts in their favor because “[I]t is always in 
the public interest to prevent the violation of a party’s 
constitutional rights.” Awad v. Ziriax, 670 F.3d 1111, 
1132 (10th Cir. 2012); see also Jackson Women’s Health 
Org. v. Currier, 760 F.3d 448, 458 n.9 (5th Cir. 2014) 
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(district court did not abuse its discretion in finding in-
junction would not disserve public interest because it 
will prevent constitutional deprivations). They further 
assert that an injunction would not bar Defendants 
from controlling the export of classified information. 

 The Court finds neither assertion wholly convinc-
ing. While Plaintiffs’ assertion of a public interest in 
protection of constitutional rights is well-taken, it fails 
to consider the public’s keen interest in restricting the 
export of defense articles. See Winter v. Natural Res. 
Def. Council, Inc., 555 U.S. 7, 24-25 (2008) (discussing 
failure of district court to consider injunction’s adverse 
impact on public interest in national defense); Am. 
Civil Liberties Union v. Clapper, 785 F.3d 787, 826 (2nd 
Cir. 2015) (characterizing maintenance of national se-
curity as “public interest of the highest order”). It also 
fails to account for the interest – and authority – of the 
President and Congress in matters of foreign policy 
and export. See Haig v. Agee, 453 U.S. 280, 292 (1981) 
(matters relating to conduct of foreign relations “are so 
exclusively entrusted to the political branches of gov-
ernment as to be largely immune from judicial inquiry 
or interference”); United States v. Pink, 315 U.S. 203, 
222-23 (1942) (conduct of foreign relations “is commit-
ted by the Constitution to the political departments of 
the Federal Government”); Spectrum Stores, Inc. v. 
Citgo Petroleum Corp., 632 F.3d 938, 950 (5th Cir. 2011) 
(matters implicating foreign relations and military af-
fairs generally beyond authority of court’s adjudicative 
powers). 
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 As to Plaintiff ’s second contention, that an injunc-
tion would not bar Defendants from controlling the ex-
port of classified information, it is significant that 
Plaintiffs maintain the posting of files on the Internet 
for free download does not constitute “export” for the 
purposes of the AECA and ITAR. But Defendants 
clearly believe to the contrary. Thus, Plaintiffs’ conten-
tion that the grant of an injunction permitting them to 
post files that Defendants contend are governed by  
the AECA and ITAR would not bar Defendants from 
controlling “export” of such materials stand in sharp 
constrast [sic] to Defendants’ assertion of the public in-
terest. The Court thus does not believe Plaintiffs have 
met their burden as to the final two prongs necessary 
for granting Plaintiffs a preliminary injunction. None-
theless, in an abundance of caution, the Court will turn 
to the core of Plaintiffs’ motion for a preliminary in-
junction, whether they have shown a likelihood of suc-
cess on their claims  

 
B. Ultra Vires 

 Plaintiffs first argue Defendants are acting be-
yond the scope of their authority in imposing a prepub-
lication requirement on them under the AECA. A 
federal court has no subject matter jurisdiction over 
claims against the United States unless the govern-
ment waives its sovereign immunity and consents to 
suit. Danos v. Jones, 652 F.3d 577, 581 (5th Cir. 2011) 
(citing FDIC v. Meyer, 510 U.S. 471, 475 (1994)). The 
ultra vires exception to sovereign immunity provides 
that “where the officer’s powers are limited by statute, 
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his actions beyond those limitations are considered in-
dividual and not sovereign actions,” or “ultra vires his 
authority,” and thus not protected by sovereign im-
munity. Larson v. Domestic & Foreign Commerce Corp., 
337 U.S. 682, 689 (1949). To fall within the ultra vires 
exception to sovereign or governmental immunity, a 
plaintiff must “do more than simply allege that the ac-
tions of the officer are illegal or unauthorized.” Danos, 
652 F.3d at 583. Rather, the complaint must allege 
facts sufficient to establish that the officer was acting 
“without any authority whatever,” or without any “col-
orable basis for the exercise of authority.” Id. (quoting 
Pennhurst State Sch. & Hosp. v. Halderman, 465 U.S. 
89, 101 n.11 (1984)). 

 The statute at issue provides: 

In furtherance of world peace and the security 
and foreign policy of the United States, the 
President is authorized to control the import 
and the export of defense articles and defense 
services and to provide foreign policy guid-
ance to persons of the United States involved 
in the export and import of such articles and 
services. The President is authorized to desig-
nate those items which shall be considered as 
defense articles and defense services for the 
purposes of this section and to promulgate 
regulations for the import and export of such 
articles and services. 

22 U.S.C. § 2778(a)(1). “Export” is defined, in pertinent 
part, as including “[d]isclosing (including oral or visual 
disclosure) or transferring technical data to a foreign 
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person whether in the United States or abroad.” 22 
C.F.R. § 120.17(a)(4). Plaintiffs argue this definition 
falls outside Congressional intent in authorizing re-
striction of export of defense articles because, as inter-
preted by Defendants, it includes public speech within 
the United States. 

 Notably, Plaintiffs do not suggest Defendants lack 
authority under the AECA to regulate export of de-
fense articles. Further, under the AECA, decisions are 
required to 

take into account whether the export of an ar-
ticle would contribute to an arms race, aid in 
the development of weapons of mass destruc-
tion, support international terrorism, in-
crease the possibility of outbreak or escalation 
of conflict, or prejudice the development of bi-
lateral or multilateral arms control or nonpro-
liferation agreements or other arrangements. 

22 U.S.C. § 2778(a)(2). Defense Distributed admits its 
purpose is “facilitating global access to, and the collab-
orative production of, information and knowledge re-
lated to the three-dimensional (“3D”) printing of arms.” 
(Compl. ¶ 1) (emphasis added). Facilitating global ac-
cess to firearms undoubtedly “increase[s] the possi-
biliity of outbreak or escalation of conflict.” Defense 
Distributed, by its own admission, engages in conduct 
which Congress authorized Defendants to regulate. 
Plaintiffs have not, therefore, shown Defendants are 
acting without any “colorable basis for the exercise of 
authority.” Accordingly, they have not shown a likeli-
hood of success on their ultra vires challenge. 
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C. First Amendment 

 Plaintiffs next argue Defendants’ interpretation of 
the AECA violates their First Amendment right to free 
speech. In addressing First Amendment claims, the 
first step is to determine whether the claim involves 
protected speech, the second step is to identify the na-
ture of the forum, and the third step is to assess 
whether the justifications for exclusion from the rele-
vant forum satisfy the requisite standard. Cornelius v. 
NAACP Legal Defense & Educ. Fund, Inc., 473 U.S. 
788, 797 (1985). 

 As an initial matter, Defendants argue the com-
puter files at issue do not constitute speech and thus 
no First Amendment protection is afforded. First 
Amendment protection is broad, covering “works 
which, taken as a whole, have serious literary, artistic, 
political, or scientific value, regardless of whether the 
government or a majority of the people approve of the 
ideas these works represent.” Miller v. California, 413 
U.S. 15, 34 (1973). See also Brown v. Entm’t Merchants 
Ass’n, 131 S. Ct. 2729, 2733 (2011) (video games’ com-
munication of ideas and social messages suffices to 
confer First Amendment protection). Defendants, how-
ever, maintain the computer files at the heart of this 
dispute do not warrant protection because they consist 
merely of directions to a computer. In support, they 
rely on a Second Circuit opinion which held that com-
puter instructions that “induce action without the in-
tercession of the mind or the will of the recipient” are 
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not constitutionally protected speech. Commodity Fu-
tures Trading Comm’n v. Vartuli, 228 F.3d 94, 111 (2nd 
Cir. 2000). 

 As Plaintiffs point out, one year later, the Second 
Circuit addressed the issue of whether computer code 
constitutes speech at some length in Universal City 
Studios, Inc. v. Corley, 273 F.3d 429 (2nd Cir. 2001).2 
The court made clear the fact that computer code is 
written in a language largely unintelligible to people 
was not dispositive, noting Sanskrit was similarly un-
intelligible to many, but a work written in that lan-
guage would nonethless [sic] be speech. Ultimately, the 
court concluded “the fact that a program has the capac-
ity to direct the functioning of a computer does not 
mean that it lacks the additional capacity to convey in-
formation, and it is the conveying of information that 
renders instructions ‘speech’ for purposes of the First 
Amendment.” Id. at 447 (discussing other examples of 
“instructions” which qualified as speech under First 
Amendment). Similarly, the Sixth Circuit has found 
“[b]ecause computer source code is an expressive 
means for the exchange of information and ideas about 
computer programming . . . it is protected by the First 

 
 2 Defendants are correct that the Corley court did not over-
rule the decision in Vartuli. However, the Corley court itself dis-
tinguished the decision in Vartuli as limited, because it was based 
on the manner in which the code at issue was marketed. That is, 
the defendants themselves marketed the software as intended to 
be used “mechanically” and “without the intercession of the mind 
or the will of the recipient.” Corley, 273 F.3d at 449 (quoting Var-
tuli, 228 F.3d at 111). Plaintiffs here have not so marketed or de-
scribed the files at issue. 
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Amendment,” even though such code “has both an ex-
pressive feature and a functional feature.” Junger v. 
Daley, 209 F.3d 481, 485 (6th Cir. 2000). 

 Although the precise technical nature of the com-
puter files at issue is not wholly clear to the Court, 
Plaintiffs made clear at the hearing that Defense Dis-
tributed is interested in distributing the files as “open 
source.” That is, the files are intended to be used by 
others as a baseline to be built upon, altered and oth-
erwise utilized. Thus, at least for the purpose of the 
preliminary injunction analysis, the Court will consder 
[sic] the files as subject to the protection of the First 
Amendment. 

 In challenging Defendants’ conduct, Plaintiffs 
urge this Court to conclude the ITAR’s imposition of a 
prepublication requirement constitutes an impermis-
sible prior restraint. Prior restraints “face a well- 
established presumption against their constitutional-
ity.” Marceaux v. Lafayette City-Parish Consol. Gov’t, 
731 F.3d 488, 493 (5th Cir. 2013). See also Organization 
for a Better Austin v. Keefe, 402 U.S. 415, 419 (1971) 
(“Any prior restraint on expression comes . . . with a 
‘heavy presumption’ against its constitutional valid-
ity”); Shuttlesworth v. City of Birmingham, 394 U.S. 
147, 150-51 (1969) (noting “the many decisions of this 
Court over the last 30 years, holding that a law sub-
jecting the exercise of First Amendment freedoms to 
the prior restraint of a license without narrow, objec-
tive, and definite standards to guide the licensing au-
thority, is unconstitutional”). “[A] system of prior 
restraint avoids constitutional infirmity only if it takes 
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place under procedural safeguards designed to obviate 
the dangers of a censorship system.” Collins v. Ains-
worth, 382 F.3d 529, 539 (5th Cir. 2004) (quoting South-
eastern Promotions, Ltd. v. Conrad, 420 U.S. 546, 559 
(1975)). 

 The “heavy presumption” against constitutional 
validity of prior restraint is not, however, “a standard 
of review, and judicial decisions analyzing prior re-
straints have applied different standards of review de-
pending on the restraint at issue.” Catholic Leadership 
Coal. of Tex. v. Reisman, 764 F.3d 409, 438 (5th Cir. 
2014). See, e.g., Seattle Times Co. v. Rhinehart, 467 U.S. 
20, 33 (1984) (order prohibiting dissemination of dis-
covered information before trial “is not the kind of clas-
sic prior restraint that requires exacting First 
Amendment scrutiny”); Perry v. McDonald, 280 F.3d 
159, 171 (2nd Cir. 2001) (context in which prior re-
straint occurs affects level of scrutiny applied);, 192 
F.3d 742, 749 (7th Cir. 1999) (“We note initially that the 
[plaintiff ] is simply wrong in arguing that all prior re-
straints on speech are analyzed under the same test.”). 

 No party suggests posting of information on the 
Internet for general free consumption is not a public 
forum. The next inquiry is thus the applicable level of 
protection afforded to the files at issue. Content- 
neutral restrictions on speech are examined under in-
termediate scrutiny, meaning they are permissible so 
long as they are narrowly tailored to serve a significant 
governmental interest and leave open ample alterna-
tive channels for communication of the information. 
Turner Broad. Sys. v. FCC, 520 U.S. 180, 213-14 (1997); 
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Ward v. Rock Against Racism, 491 U.S. 781, 791 (1989). 
Content-based restrictions are examined under strict 
scrutiny, meaning they must be narrowly drawn to ef-
fectuate a compelling state interest. Perry Educ. Ass’n 
v. Perry Local Educators’ Ass’n, 460 U.S. 37, 46 (1983). 

 Not surprisingly, the parties disagree as to 
whether the ITAR imposes content-based restrictions. 
“Government regulation of speech is content based if a 
law applies to particular speech because of the topic 
discussed or the idea or message expressed.” Reed v. 
Town of Gilbert, 135 S. Ct. 2218, 2227 (2015). Plaintiffs 
here argue, because the regulations restrict speech 
concerning the entire topic of “defense articles” the reg-
ulation is content-based. “A regulation is not content-
based, however, merely because the applicability of  
the regulation depends on the content of the speech.” 
Asgeirsson v. Abbott, 696 F.3d 454, 459 (5th Cir. 2012). 
Rather, determination of whether regulation of speech 
is content-based “requires a court to consider whether 
a regulation of speech ‘on its face’ draws distinctions 
based on the message a speaker conveys.” Reed, 135 
S. Ct. at 2227. See also Ward, 491 U.S. at 791 (principal 
inquiry in determining content-neutrality, “is whether 
the government has adopted a regulation of speech be-
cause of disagreement with the message it conveys”). 

 Employing this inquiry, the Supreme Court has 
found regulations to be content-neutral where the reg-
ulations are aimed not at suppressing a message, but 
at other “secondary effects.” For example, the Supreme 
Court upheld a zoning ordinance that applied only to 
theaters showing sexually-explicit material, reasoning 
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the regulation was content-neutral because it was not 
aimed at suppressing the erotic message of the speech 
but instead at the crime and lowered property values 
that tended to accompany such theaters. Renton v. 
Playtime Theatres, Inc., 475 U.S. 41, 47-48 (1986). The 
Supreme Court similarly upheld a statute establishing 
buffer zones only at clinics that performed abortions, 
concluding the statute did not draw content-based dis-
tinctions as enforcement authorities had no need to ex-
amine the content of any message conveyed and the 
stated purpose of the statute was public safety. McCul-
len v. Coakley, 134 S. Ct. 2518, 2531 (2014) (noting vi-
olation of statute depended not “on what they say,”  
but “simply on where they say it”). The Fifth Circuit 
has likewise found regulations content-neutral, even 
where the regulation governed a specific topic of 
speech. See Kagan v. City of New Orleans, 753 F.3d 560, 
562 (5th Cir. 2014), cert. denied, 135 S. Ct. 1403 (2015) 
(upholding regulation requiring license for a person to 
charge for tours to City’s points of interest and historic 
sites, “for the purpose of explaining, describing or gen-
erally relating the facts of importance thereto,” finding 
regulation “has no effect whatsoever on the content of 
what tour guides say”); Asgeirsson, 696 F.3d at 461 
(holding Texas’ Open Meeting Act, prohibiting govern-
mental body from conducting closed meetings during 
which public business or public policy over which the 
governmental body has supervision or control is dis-
cussed, to be content-neutral, because closed meetings: 
(1) prevent transparency; (2) encourage fraud and cor-
ruption; and (3) foster mistrust in government). 
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 The ITAR, on its face, clearly regulates disclosure 
of “technical data” relating to “defense articles.” The 
ITAR thus unquestionably regulates speech concern-
ing a specific topic. Plaintiffs suggest that is enough to 
render the regulation content-based, and thus invoke 
strict scrutiny. Plaintiffs’ view, however, is contrary to 
law. The Fifth Circuit rejected a similar test, formu-
lated as “[a] regulatory scheme that requires the gov-
ernment to ‘examine the content of the message that is 
conveyed’ is content-based regardless of its motivating 
purpose,” finding the proposed test was contrary to 
both Supreme Court and Fifth Circuit precedent. As-
geirsson, 696 F.3d at 460. 

 The ITAR does not regulate disclosure of technical 
data based on the message it is communicating. The 
fact that Plaintiffs are in favor of global access to fire-
arms is not the basis for regulating the “export” of the 
computer files at issue. Rather, the export regulation 
imposed by the AECA is intended to satisfy a number 
of foreign policy and national defense goals, as set forth 
above. Accordingly, the Court concludes the regulation 
is content-neutral and thus subject to intermediate 
scrutiny. See United States v. Chi Mak, 683 F.3d 1126, 
1135 (9th Cir. 2012) (finding the AECA and its imple-
menting regulations are content-neutral). 

 The Supreme Court has used various terminology 
to describe the intermediate scrutiny standard. Com-
pare Ward, 491 U.S. at 798 (“a regulation of the time, 
place, or manner of protected speech must be narrowly  
tailored to serve the government’s legitimate, content-
neutral interests but that it need not be the least re-
strictive or least intrusive means of doing so”), with 
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Bd. of Trs. of State Univ. of N.Y. v. Fox, 492 U.S. 469, 480 
(1989) (requiring “the government goal to be substan-
tial, and the cost to be carefully calculated,” and hold-
ing “since the State bears the burden of justifying  
its restrictions, it must affirmatively establish the rea-
sonable fit we require”), and Turner, 520 U.S. at 189 
(regulation upheld under intermediate scrutiny if it 
“further[s] an important or substantial governmental 
interest unrelated to the suppression of free speech, 
provided the incidental restrictions d[o] not burden 
substantially more speech than is necessary to further 
those interests”). The Court will employ the Fifth Cir-
cuit’s most recent enunciation of the test, under which 
a court must sustain challenged regulations “if they 
further an important or substantial governmental in-
terest; if the governmental interest is unrelated to the 
suppression of free expression; and if the incidental re-
striction on alleged First Amendment freedoms is no 
greater than is essential to the furtherance of that in-
terest.” Time Warner Cable, Inc. v. Hudson, 667 F.3d 
630, 641 (5th Cir. 2012) 

 The Court has little trouble finding there is a sub-
stantial governmental interest in regulating the dis-
semination of military information. Plaintiffs do not 
suggest otherwise. See Holder v. Humanitarian Law 
Project, 561 U.S. 1, 28 (2010) (noting all parties agreed 
government’s interest in combating terrorism “is an 
urgent objective of the highest order”). Nor do Plain-
tiffs suggest the government’s regulation is directed at 
suppressing free expression. Rather, they contend the 
regulations are not sufficiently tailored so as to only 
incidentally restrict their freedom of expression. The 
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only circuit to address whether the AECA and ITAR 
violate the First Amendment has concluded the regu-
latory scheme survives such a challenge. In so doing, 
the Ninth Circuit concluded the technical data regula-
tions substantially advance the government’s interest, 
unrelated to the suppression of expression, because the 
regulations provide clear procedures for seeking neces-
sary approval. Chi Mak, 683 F.3d at 1135 (citing 22 
C.F.R § 120.10(a) (the determination of designation of 
articles or services turns on whether an item is “specif-
ically designed, developed, configured, adapted, or 
modified for a military application, and has significant 
military or intelligence applicability such that control 
under this subchapter is necessary”)). The Ninth Cir-
cuit also concluded the regulations were not more bur-
densome than necessary, noting the “ITAR makes a 
point to specifically exclude numerous categories from 
designation, such as general scientific, mathematical, 
or engineering papers.” Id. (citing Humanitarian Law 
Project, 561 U.S. at 29 (upholding material support 
statute against First Amendment challenge where the 
statute provided narrowing definitions to avoid in-
fringing upon First Amendment interests)).3 

 
 3 The Ninth Circuit has also rejected a First Amendment 
challenge to the AECA’s predecessor, the Mutual Security Act of 
1954. See United States v. Edler Indus., Inc., 579 F.2d 516, 521 
(9th Cir. 1978) (holding statute and regulations not overbroad in 
controlling conduct of assisting foreign enterprises to obtain mil-
itary equipment and related technical expertise and licensing pro-
visions of statute not an unconstitutional prior restraint on 
speech). 
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 Plaintiffs’ challenge here is based on their conten-
tion that Defendants have applied an overbroad inter-
pretation of the term “export.” Specifically, Plaintiffs 
argue that viewing “export” as including public speech, 
including posting of information on the Internet, im-
poses a burden on expression which is greater than is 
essential to the furtherance of the government’s inter-
est in protecting defense articles. 

 But a prohibition on Internet posting does not im-
pose an insurmountable burden on Plaintiffs’ domestic 
communications. This distinction is significant be-
cause the AECA and ITAR do not prohibit domestic 
communications. As Defendants point out, Plaintiffs 
are free to disseminate the computer files at issue do-
mestically in public or private forums, including via 
the mail or any other medium that does not provide 
the ability to disseminate the information internation-
ally. 

 Nor is the Court convinced by Plaintiffs’ sugges-
tion that the ban on Internet posting does not prevent 
dissemination of technical data outside national bor-
ders, and thus does not further the government’s inter-
ests under the AECA. The Ninth Circuit addressed and 
rejected a similar suggestion, namely that the only way 
the government can prevent technical data from being 
sent to foreign persons is to suppress the information 
domestically as well, explaining: 

This outcome would blur the fact that na-
tional security concerns may be more sharply 
implicated by the export abroad of military 
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data than by the domestic disclosure of such 
data. Technical data that is relatively harm-
less and even socially valuable when available 
domestically may, when sent abroad, pose 
unique threats to national security. It would 
hardly serve First Amendment values to com-
pel the government to purge the public librar-
ies of every scrap of data whose export abroad 
it deemed for security reasons necessary to 
prohibit. 

United States v. Posey, 864 F.2d 1487, 1496-97 (9th Cir. 
1989). 

 The Court also notes, as set forth above, that the 
ITAR provides a method through the commodity juris-
diction request process for determining whether infor-
mation is subject to its export controls. See 22 C.F.R. 
§ 120.4 (describing process). The regulations include a 
ten day deadline for providing a preliminary response, 
as well as a provision for requesing [sic] expedited 
processsing [sic]. 22 C.F.R. § 120.4(e) (setting dead-
lines). Further, via Presidential directive, the DDTC is 
required to “complete the review and adjudication of 
license applications within 60 days of receipt.” 74 Fed. 
Reg. 63497 (December 3, 2009). Plaintiffs thus have 
available a process for determining whether the speech 
they wish to engage in is subject to the licensing 
scheme of the ITAR regulations. 

 Accordingly, the Court concludes Plaintiffs have 
not shown a substantial likelihood of success on the 
merits of their claim under the First Amendment. 
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D. Second Amendment 

 Plaintiffs also argue the ITAR regulatory scheme 
violates their rights under the Second Amendment. 
Defendants contend Plaintiffs cannot succeed on this 
claim, both because they lack standing to raise it, and 
because the claim fails on the merits. As standing is 
jurisdictional, the Court will turn to that issue first. 

 
a. Standing 

 Article III of the Constitution limits the jurisdic-
tion of federal courts to cases and controversies. United 
States Parole Comm’n v. Geraghty, 445 U.S. 388, 395 
(1980). “One element of the case-or-controversy re-
quirement is that [plaintiffs], based on their complaint, 
must establish that they have standing to sue.” Raines 
v. Byrd, 521 U.S. 811, 818 (1997). This requirement, 
like other jurisdictional requirements, is not subject to 
waiver and demands strict compliance. Raines, 521 
U.S. at 819; Lewis v. Casey, 518 U.S. 343, 349 n.1 (1996). 
To meet the standing requirement a plaintiff must 
show (1) she has suffered an “injury in fact” that is (a) 
concrete and particularized and (b) actual or immi-
nent, not conjectural or hypothetical; (2) the injury is 
fairly traceable to the challenged action of the defen- 
dant; and (3) it is likely, as opposed to merely specula-
tive, that the injury will be redressed by a favorable 
decision. Friends of the Earth, Inc. v. Laidlaw Envtl. 
Servs. (TOC), Inc., 528 U.S. 167, 180-81 (2000); Consol. 
Cos., Inc. v. Union Pacific R.R. Co., 499 F.3d 382, 385 
(5th Cir. 2007); Fla. Dep’t of Ins. v. Chase Bank of Tex. 
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Nat’l Ass’n, 274 F.3d 924, 929 (5th Cir. 2001) (citing 
Lujan v. Defenders of Wildlife, 504 U.S. 555, 560-61 
(1992)). “The party invoking federal jurisdiction bears 
the burden of establishing these elements.” Lujan, 504 
U.S. at 561. 

 Defendants correctly point out Defense Distrib-
uted is in full possession of the computer files at issue 
and thus cannot argue it is being prevented from exer-
cising its rights under the Second Amendment.4 Plain-
tiffs maintain Defense Distributed nonetheless has 
standing because it is “entitled to assert the Second 
Amendment rights of [its] customers and website visi-
tors.” (Plf. Brf. at 27). A litigant is generally limited to 
asserting standing only on behalf of himself. See Kow-
alski v. Tesmer, 543 U.S. 125, 129 (2004) (a party “gen-
erally must assert his own legal rights and interests, 
and cannot rest his claim to relief on the legal rights 
or interests of third parties”). The Supreme Court has 
recognized a limited exception when the litigant seek-
ing third-party standing has suffered an “injury in 
fact” giving him a “sufficiently concrete interest” in the 
outcome of the issue, the litigant has a “close” relation-
ship with the third party on whose behalf the right is 
asserted and there is a “hindrance” to the third party’s 
ability to protect his own interests. Powers v. Ohio, 499 
U.S. 400, 411 (1991). 

 Plaintiffs argue they meet this test, asserting De-
fense Distributed acts as a “vendor” or in a like position 

 
 4 No party addressed whether a corporation such as Defense 
Distributed itself possesses Second Amendment rights. 
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by way of offering the computer files for download to 
visitors of its website. See Carey v. Population Servs. 
Int’l, 431 U.S. 678, 684 (1977) (“vendors and those in 
like positions . . . have been uniformly permitted to re-
sist efforts at restricting their operations by acting as 
advocates for the rights of third parties who seek ac-
cess to their market or function”); Reliable Consult-
ants, Inc. v. Earle, 517 F.3d 738, 743 (5th Cir. 2008) 
(Supreme Court precedent holds providers of product 
have standing to attack ban on commercial transac-
tions involving product). As an initial matter, it is not 
at all clear that distribution of information for free via 
the Internet constitutes a commercial transaction.5 
Moreover, Plaintiffs do not explain how visitors to De-
fense Distributed’s website are hindered in their abil-
ity to protect their own interests. In fact, the presence 
of SAF as a plaintiff suggests to the contrary. Thus, 
whether Defense Distributed has standing to assert a 
claim of a violation of the Second Amendment is a very 
close question. 

 Lack of standing by one plaintiff is not dispositive, 
however. See Village of Arlington Heights v. Metro. 
Hous. Dev. Corp., 429 U.S. 252, 264 (1977) (court need 
not decide third-party standing question, “[f ]or we 

 
 5 Defense Distributed describes itself as organized and oper-
ated “for the purpose of defending the civil liberty of popular ac-
cess to arms guaranteed by the United States Constitution” 
through “facilitating global access to” information related to 3D 
printing of firearms, and specifically “to publish and distribute, at 
no cost to the public, such information and knowledge on the In-
ternet in promotion of the public interest.” (Compl. ¶ 1) (emphasis 
added). 
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have at least one individual plaintiff who has demon-
strated standing to assert these rights as his own”). 
And SAF’s standing presents a much less difficult 
question. It asserts it has standing, as an association, 
to assert the rights of its members. See Warth v. Seldin, 
422 U.S. 490, 511 (1975) (“[e]ven in the absence of in-
jury to itself, an association may have standing solely 
as the representative of its members”). Associational 
standing requires showing: (1) the association’s mem-
bers have standing to sue in their own right; (2) the 
interests at issue are germane to the association’s pur-
pose; and (3) the participation of individual members 
in the lawsuit is not required. Ass’n of Am. Physicians 
& Surgeons, Inc. v. Tex. Med. Bd., 627 F.3d 547, 550-51 
(5th Cir. 2010) (citing Hunt v. Wash. St. Apple Adver. 
Comm’n, 432 U.S. 333, 343 (1977)). “The first prong re-
quires that at least one member of the association have 
standing to sue in his or her own right.” National Rifle 
Ass’n of Am., Inc. v. Bureau of Alcohol, Tobacco, Fire-
arms, & Explosives, 700 F.3d 185, 191 (5th Cir. 2012). 

 Defendants limit their challenge to SAF’s stand-
ing solely to whether any of its members have standing 
to sue in their own right. Specifically, Defendants con-
tend SAF has merely asserted a conjectural injury, by 
suggesting its members would access computer files in 
the future. In response, SAF has provided affidavit tes-
timony from two of its members stating they would ac-
cess the computer files at issue via the Defense 
Distributed website, study, learn from and share the 
files, but are unable to do so due to Defendants’ inter-
pretation of the ITAR regulatory scheme. (Plf. Reply 
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Exs. 3-4). This testimony satisfies the “injury in fact” 
portion of the standing inquiry. 

 Defendants further contend any injury is not 
fairly traceable to their conduct. They argue the ITAR 
does not prevent SAF members in the United States 
from acquiring the files directly from Defense Distrib-
uted. But this argument goes to the burden imposed on 
SAF members, which is a question aimed at the merits 
of the claim, not standing. See Davis v. United States, 
131 S. Ct. 2419, 2434, n.10 (one must not “confus[e] 
weakness on the merits with absence of Article III 
standing”). In this case, the inability of SAF members 
to download the computer files at issue off the Internet 
is the injury in fact of the SAF members, and is clearly 
traceable to the conduct of Defendants. The Court 
therefore finds SAF has standing to assert a claim of a 
violation of the Second Amendment. See Nat’l Rifle 
Ass’n, 700 F.3d at 192 (NRA had standing, on behalf of 
its members under 21, to bring suit challenging laws 
prohibiting federal firearms licensees from selling 
handguns to 18-to-20-year-olds); Ezell v. City of Chi-
cago, 651 F.3d 684, 696 (7th Cir. 2011) (SAF and Illinois 
Rifle Association had associational standing to chal-
lenge city ordinances requiring one hour of firing range 
training as prerequisite to lawful gun ownership and 
prohibiting all firing ranges in city); Mance v. Holder, 
2015 WL 567302, at *5 (N.D. Tex. Feb. 11, 2015) (non-
profit organization dedicated to promoting Second 
Amendment rights had associational standing to bring 
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action challenging federal regulatory regime as it re-
lates to buying, selling, and transporting of handguns 
over state lines). 

 
b. Merits 

 The Second Amendment provides: “A well regu-
lated Militia, being necessary to the security of a free 
State, the right of the people to keep and bear Arms, 
shall not be infringed.” U.S. Const. amend. II. The Su-
preme Court has recognized that the Second Amend-
ment confers an individual right to keep and bear 
arms. See District of Columbia v. Heller, 554 U.S. 570, 
595 (2008). The Fifth Circuit uses a two-step inquiry to 
address claims under the Second Amendment. The 
first step is to determine whether the challenged law 
impinges upon a right protected by the Second Amend-
ment – that is, whether the law regulates conduct that 
falls within the scope of the Second Amendment’s 
guarantee. The second step is to determine whether to 
apply intermediate or strict scrutiny to the law, and 
then to determine whether the law survives the proper 
level of scrutiny. Nat’l Rifle Ass’n, 700 F.3d at 194. 

 In the first step, the court is to “look to whether 
the law harmonizes with the historical traditions asso-
ciated with the Second Amendment guarantee.” Id. 
(citing Heller, 554 U.S. at 577-628). Defendants argue 
at some length that restriction by a sovereign of export 
of firearms and other weapons has a lengthy historical 
tradition. Plaintiffs do not contest otherwise. Rather, 
Plaintiffs contend the conduct regulated here impinges 
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on the ability to manufacture one’s own firearms, in 
this case, by way of 3D printing. 

 While the founding fathers did not have access to 
such technology,6 Plaintiffs maintain the ability to 
manufacture guns falls within the right to keep and 
bear arms protected by the Second Amendment. Plain-
tiffs suggest, at the origins of the United States, black-
smithing and forging would have provided citizens 
with the ability to create their own firearms, and thus 
bolster their ability to “keep and bear arms.” While 
Plaintffs’ [sic] logic is appealing, Plaintiffs do not cite 
any authority for this proposition, nor has the Court 
located any. The Court further finds telling that in the 
Supreme Court’s exhaustive historical analysis set 
forth in Heller, the discussion of the meaning of “keep 
and bear arms” did not touch in any way on an individ-
ual’s right to manufacture or create those arms. The 
Court is thus reluctant to find the ITAR regulations 
constitute a burden on the core of the Second Amend-
ment. 

 The Court will nonetheless presume a Second 
Amendment right is implicated and proceed with the 
second step of the inquiry, determining the appropriate 
level of scrutiny to apply. Plaintiffs assert strict scru-
tiny is proper here, relying on their contention that a 
core Second Amendment right is implicated. However, 

 
 6 Nonetheless, “the Second Amendment extends, prima fa-
cie, to all instruments that constitute bearable arms, even those 
that were not in existence at the time of the founding.” Heller, 554 
U.S. at 582. 
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the appropriate level of scrutiny “depends on the na-
ture of the conduct being regulated and the degree to 
which the challenged law burdens the right.” Nat’l Ri-
fle Ass’n, 700 F.3d at 195 (emphasis added). 

 The burden imposed here falls well short of that 
generally at issue in Second Amendment cases. SAF 
members are not prevented from “possess[ing] and 
us[ing] a handgun to defend his or her home and fam-
ily.” Id. at 195 (citations omitted). The Fifth Circuit’s 
decision in National Rifle Association is instructive. At 
issue was a regulatory scheme which prohibited feder-
ally licensed firearms dealers from selling handguns to 
persons under the age of twenty-one. The court rea-
soned that only intermediate scrutiny applied for three 
reasons: (1) an age qualification on commercial firearm 
sales was significantly different from a total prohibi-
tion on handgun possession; (2) the age restriction did 
not strike at the core of the Second Amendment by pre-
venting persons aged eighteen to twenty from pos-
sessing and using handguns for home defense because 
it was not a historical outlier; and (3) the restriction 
only had temporary effect because the targeted group 
would eventually age out of the restriction’s reach. Id. 
at 205-07. In this case, SAF members are not prohib-
ited from manufacturing their own firearms, nor are 
they prohibited from keeping and bearing other fire-
arms. Most strikingly, SAF members in the United 
States are not prohibited from acquiring the computer 
files at issue directly from Defense Distributed. The 
Court thus concludes only intermediate scrutiny is 
warranted here. See also Nat’l Rifle Ass’n of Am., Inc. 
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v. McCraw, 719 F.3d 338, 347-48 (5th Cir. 2013), cert. 
denied, 134 S. Ct. 1365 (2014) (applying intermediate 
scrutiny to constitutional challenge to state statute 
prohibiting 18-20-year-olds from carrying handguns in 
public). 

 As reviewed above, the regulatory scheme of the 
AECA and ITAR survives an intermediate level of 
scrutiny, as it advances a legitimate governmental in-
terest in a not unduly burdensome fashion. See also 
McCraw, 719 F.3d at 348 (statute limiting under 21-
year-olds from carrying handguns in public advances 
important government objective of advancing public 
safety by curbing violent crime); Nat’l Rifle Ass’n, 700 
F.3d at 209 (“The legitimate and compelling state in-
terest in protecting the community from crime cannot 
be doubted.”). Accordingly, the Court finds Plaintiffs 
have not shown a substantial likelihood of success on 
the merits. 

 
E. Fifth Amendment 

 Plaintiffs finally argue the prior restraint scheme 
of the ITAR is void for vagueness and thus in violation 
of their right to due process. “It is a basic principle of 
due process that an enactment is void for vagueness if 
its prohibitions are not clearly defined.” Grayned v. 
City of Rockford, 408 U.S. 104, 108 (1972). The Fifth 
Amendment prohibits the enforcement of vague crimi-
nal laws, but the threshold for declaring a law void for 
vagueness is high. “The strong presumptive validity 
that attaches to an Act of Congress has led this Court 
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to hold many times that statutes are not automatically 
invalidated as vague simply because difficulty is found 
in determining whether certain marginal offenses fall 
within their language.” United States v. Nat’l Dairy 
Prods. Corp., 372 U.S. 29, 32 (1963). Rather, it is suffi-
cient if a statute sets out an “ascertainable standard.” 
United States v. L. Cohen Grocery Co., 255 U.S. 81, 89 
(1921). A statute is thus void for vagueness only if it 
wholly “fails to provide a person of ordinary intelli-
gence fair notice of what is prohibited, or is so stan- 
dardless that it authorizes or encourages seriously  
discriminatory enforcement.” United States v. Wil-
liams, 553 U.S. 285, 304 (2008). 

 Plaintiffs here assert broadly that ITAR is uncon-
stitutionally vague because “persons of ordinary intel-
ligence” must guess as to whether their speech would 
fall under its auspices. As an initial matter, the Court 
notes at least two circuits have rejected due process 
challanges [sic] to the AECA and ITAR, and upheld 
criminal convictions for its violation. See Zhen Zhou 
Wu, 711 F.3d at 13 (rejecting defendants’ argument 
“that this carefully crafted regulatory scheme – which 
has remained in place for more than a quarter century 
– is unconstitutionally vague” as applied to them); 
United States v. Hsu, 364 F.3d 192, 198 (4th Cir. 2004) 
(holding the AECA and its implementing regulations 
not unconstitutionally vague as applied to defendants). 
Plaintiffs neither acknowledge those decisions nor 
explain how their rationale is inapplicable to their 
situation. 
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 The Supreme Court has recently noted its prece-
dent generally limits such challenges to “statutes that 
tied criminal culpability” to conduct which required 
“wholly subjective judgments without statutory defini-
tions, narrowing context, or settled legal meanings.” 
Humanitarian Law Project, 561 U.S. at 20 (quoting 
Williams, 553 U.S. at 306). Plaintiffs’ challenge here is 
additionally hampered because they have not made 
precisely clear which portion of the ITAR language 
they believe is unconstitutionally vague. 

 To the degree Plaintiffs contend “defense articles” 
is vague, as Defendants point out, the term “defense 
articles” is specifically defined to include items on the 
Munitions List, which contains twenty-one categories 
of governed articles, as well as information “which is 
required for the design, development, production, man-
ufacture, assembly, operation, repair, testing, mainte-
nance or modification of defense articles” which 
additionally “includes information in the form of blue-
prints, drawings, photographs, plans, instructions or 
documentation.” See 22 C.F.R. §§ 120.6 (defining “de-
fense articles”), 120.10 (a) (defining technical data) & 
121.1 (Munitions List). Although lengthy, the cited reg-
ulations do not themselves include subjective terms, 
but rather identify items with significant specificity. 
For example, the first category “Firearms, Close As-
sault Weapons and Combat Shotguns” includes eight 
subcategories such as “Nonautomatic and semi- 
automatic firearms to caliber .50 inclusive (12.7 mm),” 
as well as six interpretations of the terms. 22 C.F.R. 
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§ 121.1. The Court has little trouble finding these pro-
visions survive a vagueness challenge. 

 The term “export” is also defined in the ITAR,  
although at lesser length. At issue here, “export” is de-
fined to include “[d]isclosing (including oral or visual 
disclosure) or transferring technical data to a foreign 
person, whether in the United States or abroad.” 22 
C.F.R. § 120.17(a)(4). Plaintiffs here admit they wish to 
post on the Internet, for free download, files which in-
clude directions for the 3D printing of firearms. Per-
sons of ordinary intelligence are clearly put on notice 
by the language of the regulations that such a posting 
would fall within the defintion [sic] of export. 

 Accordingly, the Court concludes Plaintiffs have 
not shown a likelihood of success on the merits of their 
claim under the Fifth Amendment. 

 
IV. CONCLUSION 

 Plaintiffs’ Motion for Preliminary Injunction 
(Clerk’s Dkt. #7) is hereby DENIED.  

 SIGNED on August 4, 2015. 

 /s/ Robert Pitman
  ROBERT L. PITMAN

UNITED STATES  
 DISTRICT JUDGE
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APPENDIX C 

IN THE UNITED STATES COURT OF  
APPEALS FOR THE FIFTH CIRCUIT 

----------------------------------------------------------------------- 

No. 15-50759 

----------------------------------------------------------------------- 

DEFENSE DISTRIBUTED; SECOND AMENDMENT 
FOUNDATION, INCORPORATED, 

Plaintiffs-Appellants 

v. 

UNITED STATES DEPARTMENT OF STATE; JOHN 
F. KERRY, In His Official Capacity as the Secretary of 
the Department of State; DIRECTORATE OF DE-
FENSE TRADE CONTROLS, Department of State Bu-
reau of Political Military Affairs; KENNETH B. 
HANDELMAN, Individually and in His Official Capac-
ity as the Deputy Assistant Secretary of State for  
Defense Trade Controls in the Bureau of Political- 
Military Affairs; C. EDWARD PEARTREE, Individu-
ally and in His Official Capacity as the Director of the 
Office of Defense Trade Controls Policy Division; SA-
RAH J. HEIDEMA, Individually and in Her Official 
Capacity as the Division Chief, Regulatory and Multi-
lateral Affairs, Office of Defense Trade Controls Policy; 
GLENN SMITH, Individually and in His Official Ca-
pacity as the Senior Advisor, Office of Defense Trade 
Controls, 

Defendants-Appellees 
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----------------------------------------------------------------------- 

Appeal from the United States District Court  
for the Western District of Texas 

----------------------------------------------------------------------- 

ON PETITION FOR REHEARING EN BANC 

(Opinion 09/20/2016, 838 F.3d 451) 

(Filed Mar. 15, 2017) 

Before DAVIS, JONES, and GRAVES, Circuit Judges. 

 The Court having been polled at the request of one 
of its members, and a majority of the judges who are in 
regular service and not disqualified not having voted 
in favor (Fed. R. App. P. 35 and 5th Cir. R. 35), the Pe-
tition for Rehearing En Banc is DENIED. In the en 
banc poll, five judges voted in favor of rehearing 
(Judges Jones, Smith, Clement, Owen and Elrod) and 
nine judges voted against rehearing (Chief Judge 
Stewart and Judges Jolly, Dennis, Prado, Southwick, 
Haynes, Graves, Higginson and Costa). 

ENTERED FOR THE COURT: 

/s/ W. Eugene Davis  

W. EUGENE DAVIS 
UNITED STATES CIRCUIT JUDGE 
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JENNIFER WALKER ELROD, Circuit Judge, joined 
by JONES, SMITH, and CLEMENT, Circuit Judges, 
dissenting from the denial of rehearing en banc: 

 The panel opinion’s flawed preliminary injunction 
analysis permits perhaps the most egregious depriva-
tion of First Amendment rights possible: a content-
based prior restraint. Judge Jones’s cogent panel  
dissent thoroughly explores the flaws in the panel 
opinion. I write here to highlight three errors that war-
rant en banc review. First, the panel opinion fails to 
review the likelihood of success on the merits – which 
ten of our sister circuits agree is an essential inquiry 
in a First Amendment preliminary injunction case. 
Second, the panel opinion accepts that a mere asser-
tion of a national security interest is a sufficient justi-
fication for a prior restraint on speech. Third, the panel 
opinion conducts a fundamentally flawed analysis of 
irreparable harm. Accordingly, I respectfully dissent 
from the denial of en banc review in this case. 

 Prior restraints are “the most serious and least 
tolerable infringement on First Amendment rights.” 
Nebraska Press Ass’n v. Stuart, 427 U.S. 539, 559 
(1976). In the context of a party seeking a preliminary 
injunction, we have stressed the importance of deter-
mining the likelihood of success on the merits – calling 
it “arguably the most important factor.” Tesfamichael 
v. Gonzalez, 411 F.3d 169, 176 (5th Cir. 2005). Accord-
ingly, ten of our sister circuits have held that the  
likelihood of success on the merits is a crucial, indis-
pensable inquiry in the First Amendment context. See 
Sindicato Puertorriqueno de Trabajadores v. Fortuno, 
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699 F.3d 1, 10 (1st Cir. 2012); N.Y. Progress & Prot. PAC 
v. Walsh, 733 F.3d 483, 488 (2d Cir. 2013); Stilp v. Con-
tino, 613 F.3d 405, 409 (3d Cir. 2010); WV Ass’n of Club 
Owners & Fraternal Servs. v. Musgrave, 553 F.3d 292, 
298 (4th Cir. 2009); Liberty Coins, LLC v. Goodman, 
748 F.3d 682, 690 (6th Cir. 2014); ACLU of Illinois v. 
Alvarez, 679 F.3d 583, 589-90 (7th Cir. 2012); Child 
Evangelism Fellowship of Minn. v. Minneapolis Special 
Sch. Dist. No. 1, 690 F.3d 996, 1000 (8th Cir. 2012); 
Verlo v. Martinez, 820 F.3d 1113, 1126 (10th Cir. 2016); 
Scott v. Roberts, 612 F.3d 1279, 1297 (11th Cir. 2010); 
Pursuing America’s Greatness v. FEC, 831 F.3d 500, 
511 (D.C. Cir. 2016). Strikingly, however, the panel 
opinion entirely fails to address the likelihood of suc-
cess on the merits, and in so doing creates a circuit 
split. This error alone merits rehearing en banc. 

 Moreover, the panel opinion’s failure to address 
the likelihood of success on the merits infects its public 
interest analysis. A court that ignores the merits of a 
constitutional claim cannot meaningfully analyze the 
public interest, which, by definition, favors the vigor-
ous protection of First Amendment rights. See Opulent 
Life Church v. City of Holly Springs, Miss., 697 F.3d 
279, 298 (5th Cir. 2012) (“[I]njunctions protecting First 
Amendment freedoms are always in the public inter-
est.”) (citation omitted); see also Gordon v. Holder, 721 
F.3d 638, 653 (D.C. Cir. 2013) (“[I]t may be assumed 
that the Constitution is the ultimate expression of  
the public interest.”). The panel opinion’s failure to  
address the likelihood of success on the merits denies 
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Defense Distributed a meaningful review of the public 
interest factor. 

 The panel opinion’s public interest analysis is also 
flawed because it relies on a mere assertion of a na-
tional security interest. Defense Dist’d v. U.S. Dep’t of 
State, No. 15-50759, slip op. at 10 (5th Cir. 2016) (not-
ing that the Government “asserted a very strong public 
interest in national defense and national security.” 
(emphasis added)). Certainly there is a strong public 
interest in national security. But there is a paramount 
public interest in the exercise of constitutional rights, 
particularly those guaranteed by the First Amend-
ment: “Any system of prior restraints of expression 
comes to this Court bearing a heavy presumption 
against its constitutional validity. The Government 
thus carries a heavy burden of showing justification for 
the imposition of such a restraint.” N.Y. Times Co. v. 
United States, 403 U.S. 713, 714 (1971) (citations omit-
ted). To justify a prior restraint, we have held that the 
Government must show that the “expression sought to 
be restrained surely will result in direct, immediate, 
and irreparable damage.” Bernard v. Gulf Oil Co., 619 
F.2d 459, 473 (5th Cir. 1980) (en banc); see also N.Y. 
Times, 403 U.S. at 730 (Stewart, J., concurring). The 
Supreme Court has articulated similar requirements: 
there must be a “requisite degree of certainty [of dan-
ger] to justify restraint,” there must be no “alternative 
measures” available, and the restraint must “effec-
tively . . . operate to prevent the threatened danger.” 
Nebraska Press, 427 U.S. at 562, 565, 569-70. The Gov-
ernment contends that the gun designs at issue could 
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potentially threaten national security. However, this 
speculation falls far short of the required showing un-
der Bernard and Nebraska Press, showing neither the 
immediacy of the danger nor the necessity of the prior 
restraint. Allowing such a paltry assertion of national 
security interests to justify a grave deprivation of First 
Amendment rights treats the words “national security” 
as a magic spell, the mere invocation of which makes 
free speech instantly disappear. 

 The panel opinion’s flawed analysis in turn infects 
its evaluation of irreparable harm. The panel opinion 
justifies the prior restraint on speech because any 
harm to Defense Distributed would be “temporary.” 
But irreparable harm occurs whenever a constitu-
tional right is deprived, even for a short period of time. 
Elrod v. Burns, 427 U.S. 347, 373 (1976) (“The loss of 
First Amendment freedoms, for even minimal periods 
of time, unquestionably constitutes irreparable in-
jury.”). Even if the panel opinion’s “temporary harm” 
theory were valid, the deprivation here has been any-
thing but short. Instead, as Judge Jones’s panel dissent 
notes, because of the lack of a preliminary injunction, 
Defense Distributed has been effectively muzzled for 
over three years. Defense Dist’d, slip op. at 17 (Jones, 
J., dissenting). 

 We have been warned that the “word ‘security’ is a 
broad, vague generality whose contours should not be 
invoked to abrogate the fundamental law embodied in 
the First Amendment.” N.Y. Times, 403 U.S. at 719 
(Black, J., concurring). Unfortunately, that is exactly 
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what the panel opinion has done. Accordingly, I re-
spectfully dissent from the denial of rehearing en banc. 
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APPENDIX D 

U.S. Const. amend. I 

 Congress shall make no law respecting an estab-
lishment of religion, or prohibiting the free exercise 
thereof; or abridging the freedom of speech, or of the 
press; or the right of the people peaceably to assemble, 
and to petition the Government for a redress of griev-
ances. 

 
22 U.S.C. § 2278 Control of arms exports and 
imports 

 (a) Presidential control of exports and im-
ports of defense articles and services, guidance 
of policy, etc.; designation of United States Mu-
nitions List; issuance of export licenses; negotia-
tions information 

 (1) In furtherance of world peace and the se-
curity and foreign policy of the United States, the 
President is authorized to control the import and 
the export of defense articles and defense services 
and to provide foreign policy guidance to persons 
of the United States involved in the export and im-
port of such articles and services. The President is 
authorized to designate those items which shall be 
considered as defense articles and defense services 
for the purposes of this section and to promulgate 
regulations for the import and export of such arti-
cles and services. The items so designated shall 
constitute the United States Munitions List. 
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*    *    * 

 (c) Criminal violations; punishment 

 Any person who willfully violates any provision of 
this section, section 2779 of this title, a treaty referred 
to in subsection (j)(1)(C)(i), or any rule or regulation 
issued under this section or section 2779 of this title, 
including any rule or regulation issued to implement 
or enforce a treaty referred to in subsection (j)(1)(C)(i) 
or an implementing arrangement pursuant to such 
treaty, or who willfully, in a registration or license ap-
plication or required report, makes any untrue state-
ment of a material fact or omits to state a material fact 
required to be stated therein or necessary to make the 
statements therein not misleading, shall upon convic-
tion be fined for each violation not more than 
$1,000,000 or imprisoned not more than 20 years, or 
both. 

*    *    * 

 (e) Enforcement powers of President 

 In carrying out functions under this section with 
respect to the export of defense articles and defense 
services, including defense articles and defense ser-
vices exported or imported pursuant to a treaty re-
ferred to in subsection (j)(1)(C)(i), the President is 
authorized to exercise the same powers concerning vi-
olations and enforcement which are conferred upon de-
partments, agencies and officials by subsections (c), (d), 
(e), and (g) of section 11 of the Export Administration 
Act of 1979 [50 U.S.C. 4610(c), (d), (e), and (g)], and by 
subsections (a) and (c) of section 12 of such Act [50 
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U.S.C. 4614(a) and (c)], subject to the same terms and 
conditions as are applicable to such powers under such 
Act [50 U.S.C. 4601 et seq.], except that section 
11(c)(2)(B) of such Act shall not apply, and instead, as 
prescribed in regulations issued under this section, the 
Secretary of State may assess civil penalties for viola-
tions of this chapter and regulations prescribed there-
under and further may commence a civil action to 
recover such civil penalties, and except further that the 
names of the countries and the types and quantities of 
defense articles for which licenses are issued under 
this section shall not be withheld from public disclo-
sure unless the President determines that the release 
of such information would be contrary to the national 
interest. Nothing in this subsection shall be construed 
as authorizing the withholding of information from the 
Congress. Notwithstanding section 11(c) of the Export 
Administration Act of 1979, the civil penalty for each 
violation involving controls imposed on the export of 
defense articles and defense services under this section 
may not exceed $500,000. 

*    *    * 

 (h) Judicial review of designation of items 
as defense articles or services 

 The designation by the President (or by an official 
to whom the President’s functions under subsection (a) 
have been duly delegated), in regulations issued under 
this section, of items as defense articles or defense  
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services for purposes of this section shall not be subject 
to judicial review. 

*    *    * 

 
22 C.F.R. § 120.2 Designation of defense arti-
cles and defense services 

 The Arms Export Control Act (22 U.S.C. 2778(a) 
and 2794(7)) provides that the President shall desig-
nate the articles and services deemed to be defense ar-
ticles and defense services for purposes of import or 
export controls. The President has delegated to the 
Secretary of State the authority to control the export 
and temporary import of defense articles and services. 
The items designated by the Secretary of State for pur-
poses of export and temporary import control consti-
tute the U.S. Munitions List specified in part 121 of 
this subchapter. Defense articles on the U.S. Munitions 
List specified in part 121 of this subchapter that are 
also subject to permanent import control by the Attor-
ney General on the U.S. Munitions Import List enu-
merated in 27 CFR part 447 are subject to temporary 
import controls administered by the Secretary of State. 
Designations of defense articles and defense services 
are made by the Department of State with the concur-
rence of the Department of Defense. The scope of the 
U.S. Munitions List shall be changed only by amend-
ments made pursuant to section 38 of the Arms Export 
Control Act (22 U.S.C. 2778). For a designation or  
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determination on whether a particular item is enumer-
ated on the U.S. Munitions List, see §120.4 of this sub-
chapter. 

 
22 C.F.R. § 120.3 Policy on designating or de-
termining defense articles and services on the 
U.S. Munitions List 

 (a) For purposes of this subchapter, a specific ar-
ticle or service may be designated a defense article (see 
§120.6 of this subchapter) or defense service (see 
§120.9 of this subchapter) if it: 

 (1) Meets the criteria of a defense article or 
defense service on the U.S. Munitions List; or 

 (2) Provides the equivalent performance ca-
pabilities of a defense article on the U.S. Munitions 
List. 

 (b) For purposes of this subchapter, a specific ar-
ticle or service shall be determined in the future as a 
defense article or defense service if it provides a critical 
military or intelligence advantage such that it war-
rants control under this subchapter. 

NOTE TO PARAGRAPHS (a) AND (b): An article or 
service determined in the future pursuant to this sub-
chapter as a defense article or defense service, but not 
currently on the U.S. Munitions List, will be placed in 
U.S. Munitions List Category XXI until the appropri-
ate U.S. Munitions List category has been amended to 
provide the necessary entry. 
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 (c) A specific article or service is not a defense ar-
ticle or defense service for purposes of this subchapter 
if it: 

 (1) Is determined to be under the jurisdic-
tion of another department or agency of the U.S. 
Government (see §120.5 of this subchapter) pursu-
ant to a commodity jurisdiction determination (see 
§120.4 of this subchapter) unless superseded by 
changes to the U.S. Munitions List or by a subse-
quent commodity jurisdiction determination; or 

 (2) Meets one of the criteria of §120.41(b) of 
this subchapter when the article is used in or with 
a defense article and specially designed is used as 
a control criteria (see §120.41 of this subchapter). 

NOTE TO §120.3: The intended use of the article or 
service after its export (i.e., for a military or civilian 
purpose), by itself, is not a factor in determining 
whether the article or service is subject to the controls 
of this subchapter. 

 
22 C.F.R. § 120.4 Commodity jurisdiction 

 (a) The commodity jurisdiction procedure is used 
with the U.S. Government if doubt exists as to whether 
an article or service is covered by the U.S. Munitions 
List. It may also be used for consideration of a redesig-
nation of an article or service currently covered by the 
U.S. Munitions List. The Department must provide no-
tice to Congress at least 30 days before any item is re-
moved from the U.S. Munitions List. Upon electronic 
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submission of a Commodity Jurisdiction (CJ) Determi-
nation Form (Form DS-4076), the Directorate of De-
fense Trade Controls shall provide a determination of 
whether a particular article or service is covered by the 
U.S. Munitions List. The determination, consistent 
with §§120.2, 120.3, and 120.4, entails consultation 
among the Departments of State, Defense, Commerce, 
and other U.S. Government agencies and industry in 
appropriate cases. 

*    *    * 

 (e) The Directorate of Defense Trade Controls 
will provide a preliminary response within 10 working 
days of receipt of a complete request for commodity ju-
risdiction. If after 45 days the Directorate of Defense 
Trade Controls has not provided a final commodity ju-
risdiction determination, the applicant may request in 
writing to the Director, Office of Defense Trade Con-
trols Policy that this determination be given expedited 
processing. 

*    *    * 

 
22 C.F.R. § 120.6 Defense article 

 Defense article means any item or technical data 
designated in §121.1 of this subchapter. The policy  
described in §120.3 is applicable to designations of ad-
ditional items. This term includes technical data rec-
orded or stored in any physical form, models, mockups 
or other items that reveal technical data directly relat-
ing to items designated in §121.1 of this subchapter. It 
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also includes forgings, castings, and other unfinished 
products, such as extrusions and machined bodies, that 
have reached a stage in manufacturing where they are 
clearly identifiable by mechanical properties, material 
composition, geometry, or function as defense articles. 
It does not include basic marketing information on 
function or purpose or general system descriptions. 

 
22 C.F.R. § 120.10 Technical data 

 (a) Technical data means, for purposes of this 
subchapter: 

 (1) Information, other than software as de-
fined in §120.10(a)(4), which is required for the de-
sign, development, production, manufacture, 
assembly, operation, repair, testing, maintenance 
or modification of defense articles. This includes 
information in the form of blueprints, drawings, 
photographs, plans, instructions or documenta-
tion. 

 (2) Classified information relating to de-
fense articles and defense services on the U.S. Mu-
nitions List and 600-series items controlled by the 
Commerce Control List; 

 (3) Information covered by an invention se-
crecy order; or 

 (4) Software (see §120.45(f )) directly related 
to defense articles. 
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 (b) The definition in paragraph (a) of this section 
does not include information concerning general scien-
tific, mathematical, or engineering principles com-
monly taught in schools, colleges, and universities, or 
information in the public domain as defined in §120.11 
of this subchapter or telemetry data as defined in note 
3 to Category XV(f ) of part 121 of this subchapter. It 
also does not include basic marketing information on 
function or purpose or general system descriptions of 
defense articles. 

 
22 C.F.R. § 120.11 Public domain 

 (a) Public domain means information which is 
published and which is generally accessible or availa-
ble to the public:  

 (1) Through sales at newsstands and book-
stores;  

 (2) Through subscriptions which are availa-
ble without restriction to any individual who  
desires to obtain or purchase the published infor-
mation;  

 (3) Through second class mailing privileges 
granted by the U.S. Government;  

 (4) At libraries open to the public or from 
which the public can obtain documents;  

 (5) Through patents available at any patent 
office;  
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 (6) Through unlimited distribution at a con-
ference, meeting, seminar, trade show or exhibi-
tion, generally accessible to the public, in the 
United States;  

 (7) Through public release (i.e., unlimited 
distribution) in any form (e.g., not necessarily in 
published form) after approval by the cognizant 
U.S. government department or agency (see also 
§125.4(b)(13) of this subchapter);  

 (8) Through fundamental research in sci-
ence and engineering at accredited institutions of 
higher learning in the U.S. where the resulting in-
formation is ordinarily published and shared 
broadly in the scientific community. Fundamental 
research is defined to mean basic and applied re-
search in science and engineering where the re-
sulting information is ordinarily published and 
shared broadly within the scientific community, as 
distinguished from research the results of which 
are restricted for proprietary reasons or specific 
U.S. Government access and dissemination con-
trols. University research will not be considered 
fundamental research if:  

 (i) The University or its researchers ac-
cept other restrictions on publication of scien-
tific and technical information resulting from 
the project or activity, or  
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 (ii) The research is funded by the U.S. 
Government and specific access and dissemi-
nation controls protecting information result-
ing from the research are applicable. 

*    *    * 

 
22 C.F.R. § 120.17 Export 

 (a) Except as set forth in §126.16 or §126.17, ex-
port means: 

 (1) An actual shipment or transmission out 
of the United States, including the sending or tak-
ing of a defense article out of the United States in 
any manner; 

 (2) Releasing or otherwise transferring tech-
nical data to a foreign person in the United States 
(a “deemed export”); 

*    *    * 

 (b) Any release in the United States of technical 
data to a foreign person is deemed to be an export to 
all countries in which the foreign person has held or 
holds citizenship or holds permanent residency. 
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22 C.F.R. § 121.1 The United States Munitions 
List 

*    *    * 

Category I – Firearms, Close Assault Weapons 
and Combat Shotguns 

 *(a) Nonautomatic and semi-automatic fire-
arms to caliber .50 inclusive (12.7 mm). 

 *(b) Fully automatic firearms to .50 caliber 
inclusive (12.7 mm). 

 *(c) Firearms or other weapons (e.g. insur-
gency-counterinsurgency, close assault weapons 
systems) having a special military application re-
gardless of caliber. 

 *(d) Combat shotguns. This includes any 
shotgun with a barrel length less than 18 inches. 

 *(e) Silencers, mufflers, sound and flash 
suppressors for the articles in (a) through (d) of 
this category and their specifically designed, mod-
ified or adapted components and parts. 

 (f ) Riflescopes manufactured to military 
specifications (See category XII(c) for controls on 
night sighting devices.) 

 *(g) Barrels, cylinders, receivers (frames) or 
complete breech mechanisms for the articles in 
paragraphs (a) through (d) of this category. 

 (h) Components, parts, accessories and at-
tachments for the articles in paragraphs (a) 
through (g) of this category. 
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 (i) Technical data (as defined in §120.10 of 
this subchapter) and defense services (as defined 
in §120.9 of this subchapter) directly related to the 
defense articles described in paragraphs (a) 
through (h) of this category. Technical data di-
rectly related to the manufacture or production of 
any defense articles described elsewhere in this 
category that are designated as Significant Mili-
tary Equipment (SME) shall itself be designated 
SME. 

 (j) The following interpretations explain and 
amplify the terms used in this category and 
throughout this subchapter: 

 (1) A firearm is a weapon not over .50 
caliber (12.7 mm) which is designed to expel a 
projectile by the action of an explosive or 
which may be readily converted to do so. 

 (2) A rifle is a shoulder firearm which 
can discharge a bullet through a rifled barrel 
16 inches or longer. 

 (3) A carbine is a lightweight shoulder 
firearm with a barrel under 16 inches in 
length. 

 (4) A pistol is a hand-operated firearm 
having a chamber integral with or perma-
nently aligned with the bore. 

 (5) A revolver is a hand-operated fire-
arm with a revolving cylinder containing 
chambers for individual cartridges. 
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 (6) A submachine gun, “machine pistol” 
or “machine gun” is a firearm originally de-
signed to fire, or capable of being fired, fully 
automatically by a single pull of the trigger. 

NOTE: This coverage by the U.S. Munitions List in par-
agraphs (a) through (i) of this category excludes any 
non-combat shotgun with a barrel length of 18 inches 
or longer, BB, pellet, and muzzle loading (black pow-
der) firearms. This category does not cover riflescopes 
and sighting devices that are not manufactured to mil-
itary specifications. It also excludes accessories and at-
tachments (e.g., belts, slings, after market rubber 
grips, cleaning kits) for firearms that do not enhance 
the usefulness, effectiveness, or capabilities of the fire-
arm, components and parts. The Department of Com-
merce regulates the export of such items. See the 
Export Administration Regulations (15 CFR parts 730-
799). In addition, license exemptions for the items in 
this category are available in various parts of this sub-
chapter (e.g., §§123.17, 123.18 and 125.4). 

*    *    * 

Category XXI – Articles, Technical Data, and 
Defense Services Not Otherwise Enumerated 

 *(a) Any article not enumerated on the U.S. Mu-
nitions List may be included in this category until such 
time as the appropriate U.S. Munitions List category is 
amended. The decision on whether any article may be 
included in this category, and the designation of the de-
fense article as not Significant Military Equipment 
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(see §120.7 of this subchapter), shall be made by the 
Director, Office of Defense Trade Controls Policy. 

 (b) Technical data (see §120.10 of this subchap-
ter) and defense services (see §120.9 of this subchapter) 
directly related to the defense articles covered in para-
graph (a) of this category. 

 
22 C.F.R. § 126.7 Denial, revocation, suspension, 
or amendment of licenses and other approvals 

 (a) Policy. Licenses or approvals shall be denied 
or revoked whenever required by any statute of the 
United States (see §§ 127.7 and 127.11 of this subchap-
ter). Any application for an export license or other ap-
proval under this subchapter may be disapproved, and 
any license or other approval or exemption granted un-
der this subchapter may be revoked, suspended, or 
amended without prior notice whenever: 

 (1) The Department of State deems such ac-
tion to be in furtherance of world peace, the na-
tional security or the foreign policy of the United 
States, or is otherwise advisable; or 

*    *    * 

 (b) Notification. The Directorate of Defense 
Trade Controls will notify applicants or licensees or 
other appropriate United States persons, of actions 
taken pursuant to paragraph (a) of this section. The 
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reasons for the action will be stated as specifically as 
security and foreign policy considerations permit.  

*    *    * 

 
22 C.F.R. § 127.1(a)(1) Violations 

 (a) Without first obtaining the required license 
or other written approval from the Directorate of De-
fense Trade Controls, it is unlawful: 

 (1) To export or attempt to export from the 
United States any defense article or technical data 
or to furnish or attempt to furnish any defense ser-
vice for which a license or written approval is re-
quired by this subchapter; 

*    *    * 

 
22 C.F.R. §127.3 Penalties for violations. 

Any person who willfully: 

 (a) Violates any provision of §38 or §39 of the 
Arms Export Control Act (22 U.S.C. 2778 and 2779) or 
any rule or regulation issued under either §38 or §39 
of the Act, or any undertaking specifically required by 
part 124 of this subchapter; or 

 (b) In a registration, license application, or re-
port required by §38 or §39 of the Arms Export Control 
Act (22 U.S.C. 2778 and 2779) or by any rule or regula-
tion issued under either section, makes any untrue 
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statement of a material fact or omits a material fact 
required to be stated therein or necessary to make the 
statements therein not misleading, shall upon convic-
tion be subject to a fine or imprisonment, or both, as 
prescribed by 22 U.S.C. 2778(c). 

 
22 C.F.R. § 127.10 Civil penalty 

 (a) 

 (1) The Assistant Secretary of State for  
Political-Military Affairs is authorized to impose a 
civil penalty, as follows: 

 (i) For each violation of 22 U.S.C. 2778, 
an amount not to exceed $1,111,908; 

 (ii) For each violation of 22 U.S.C. 
2779a, an amount not to exceed $808,458; and 

 (iii) For each violation of 22 U.S.C. 2780, 
an amount not to exceed $962,295. 

 (2) The civil penalty may be either in addi-
tion to, or in lieu of, any other liability or penalty 
which may be imposed. 

*    *    * 

 
22 C.F.R. § 128.1 Exclusion of functions from 
the Administrative Procedure Act 

 The Arms Export Control Act authorizes the Pres-
ident to control the import and export of defense arti-
cles and services in furtherance of world peace and the 
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security and foreign policy of the United States. It au-
thorizes the Secretary of State to make decisions on 
whether license applications or other written requests 
for approval shall be granted, or whether exemptions 
may be used. It also authorizes the Secretary of State 
to revoke, suspend or amend licenses or other written 
approvals whenever the Secretary deems such action 
to be advisable. The administration of the Arms Export 
Control Act is a foreign affairs function encompassed 
within the meaning of the military and foreign affairs 
exclusion of the Administrative Procedure Act and is 
thereby expressly exempt from various provisions of 
that Act. Because the exercising of the foreign affairs 
function, including the decisions required to imple-
ment the Arms Export Control Act, is highly discre-
tionary, it is excluded from review under the 
Administrative Procedure Act. 
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APPENDIX E 

[LOGO] United States Department of State 

Bureau of Political-Military Affairs 
Directorate of Defense Trade Controls 

Washington, D.C. 20520-0112 

JUN 12 2017 
Mr. William O. Wade 
Chair, Defense Trade Advisory Group 
Vice President, International Licensing & Compliance 
L-3 Communications  
201 12th St., Suite 800  
Arlington, VA 22202 

Dear Mr. Wade: 

 Since the last Defense Trade Advisory Group 
(DTAG) plenary meeting in March 2017, the Direc-
torate of Defense Trade Controls (DDTC) has deter-
mined that it can benefit from input from the various 
working groups of the DTAG on the issues addressed 
in the attached. 

 The DTAG should be prepared to present its rec-
ommendations at one of the next two DTAG plenary 
sessions, which will be provisionally scheduled in early 
September and early December. Please provide the 
DTAG recommendation for which topics should be pre-
sented in which upcoming plenary so DDTC can plan 
accordingly. 

 As we did in advance of the March meeting, we 
would be pleased to meet with you to walk through 
each of the topics in the attached. 
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Sincerely, 

 /s/ Brian H. Nilsson
  Brian H. Nilsson

Deputy Assistant Secretary  
 of State for Defense Trade  
 Controls  
Designated Federal Official

 
1 Attachment – DDTC Issued DTAG Tasks (June 2017) 

 
DDTC Issued DTAG Tasks (June 2017) 

*    *    * 

3. Definition of Manufacturing (post-revision 
of firearms rule)  

Tasking: Considering the possibility of revisions of 
Cats I-III and removal of most commercial firearms 
and related activities from the ITAR, DDTC requests 
DTAG to review and provide feedback to accurately 
and effectively define “manufacturing” (and distin-
guish from other related activities like assembly, inte-
gration, installment, various services) for remaining 
defense articles and services. 

*    *    * 
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